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Objective of this user guide

1. Define the registration process for Reporting Entities and Supervisory Bodies

Clearly describe the steps that organizations must follow to register as Reporting Entities (REs), Supervisory
Bodies (SBs), or other stakeholders with the UAE Financial Intelligence Unit (FIU) through the goAML
platform.

2. Explain how to obtain and manage access to SACM

Outline the procedures for securing access to the Services Access Control Management (SACM) portal,
which serves as the secure gateway to the goAML Production and UAT environments.

3. Standardize the use of goAML for submitting suspicious reports

Provide a unified framework for all accountable and reporting entities in the UAE to register on goAML and
use it to submit Reports to the FIU.

4. Ensure compliance across all regulated sectors

Ensure that REs under the remit of various Supervisory Bodies (such as ADGM, DFSA, IA, SCA, CBUAE, MOE,
MOJ, and others) follow a consistent, compliant process for accessing SACM and goAML, regardless of their
specific regulator.

5. Promote secure authentication and access control

Describe the security controls, including the use of Time-based One-Time Passwords (TOTP) and Google
Authenticator, to protect access to SACM and safeguard the integrity and confidentiality of data submitted
via goAML.

6. Support the UAE’s AML/CFT framework

Facilitate effective reporting of suspicious activities and transactions to the FIU, thereby strengthening the
UAE’s Anti-Money Laundering and Countering the Financing of Terrorism (AML/CFT) regime.

7. Clarify roles and responsibilities of entities using goAML and SACM

Define the responsibilities of Reporting Entities, Supervisory Bodies, and other stakeholders in relation to
registration, access management, and ongoing use of SACM and goAML.
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Access to the registration portal

In order to register as an organization with the FIU, the concerned organization should access the online
portal provided by the FIU “SACM”, provided the organization has been granted access/certificate for
accessing the Central Bank of the UAE’s servers. For the institutions regulated by CBUAE, it is mandatory for
the reporting entities to have a dedicated MPLS link to CBUAE server. However, for other entities access is

provided through SACM over the internet.

The FIU reserves the right to amend, modify or change the contents of this document when deemed

necessary.

Terms and Definitions

Terms & Definitions Description

AML / CFT Anti-Money Laundering / Countering Financing of Terrorism
co Compliance Officer

MLRO Money Laundering Reporting Officer or Compliance Officer
STR Suspicious Transaction Report

SAR Suspicious Activity Report

Report Any STR, SAR, AIF or RFl based report

UAEFIU UAE Financial Intelligence Unit
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1. Introduction: Services Access Control Manager (SACM)

The Supervisory and Compliance Management (SACM) Portal is the secure online gateway of the UAE

"4

Financial Intelligence Unit (UAEFIU). It is a central component of the UAE’s AML/CFT framework, enabling:

o Secure interaction between the FIU, SBs, and REs.
o Effective compliance monitoring and reporting.
o A centralized, secure platform for goAML and related services.

To register as an organization with the FIU, entities must use the SACM portal:

J CBUAE-regulated institutions must connect via a dedicated MPLS link to the CBUAE server.

. Other entities access SACM securely over the internet.

;
m”“ml"lu //
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2.Services Access Control Manager (SACM)

SACM, among other functions, shall host the links to the goAML “Production” and “UAT” environments.
Access to this portal is controlled by means of a “Time-based One Time Password” (TOTP) facilitated by

“Google Authenticator”.

Supervisory Bodies (SB) and Reporting Entities (RE) alike must follow the guidelines articulated in the
following sections to secure their “SECRET Key” to be able to gain access to SACM or eservices portal.
A pre-determined sequence of steps must be followed using the functions facilitated in SACM to be able
to secure and store the “SECRET Key” (SC). The SC once obtained must be stored in a person’s mobile
device using the “Google Authenticator” application that is available for download from “PlayStore” for
Android and “AppStore” for Apple.
Refer to:

a) Pre-registration tasks to secure the “SECRET Key”.

b) Downloading and installing the “Google Authenticator” on your mobile device.

c) How to use the “Google Authenticator” every time you access “SACM”.
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3.SACM & Securing the SECRET Key

SACM can be accessed through the following link:

1. Click on the Login link https://services.uaefiu.gov.ae

2. Navigate to Systems

3. Click on Service Access Control Manager (SACM)

. da00
/ N\ Gloglool
FIU 1V’ figioene

-2

e

i =5 H SYSTEMS
P 2 ._ o

/i "UAEF | U GOAML
e _Se rvi C es Po ria I SERVICES ACCESS CONTROL

MANAGER (SACM)

FIU ENQUIRY PORTAL

s

4. Click on Registration

e dang
/ \ Cloglaoll
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SACM

Services Access Control Manager.

goAML Launch Portal Registration

Supervisory Bodies & Reporting er
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s Report and/or Suspicious Activity Repo

Disclaimer
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3.1 The Secret Key
The secret key will be provided to the registering person at the end of this pre-registration process subject
to the due diligence conducted by the UAE FIU for the Supervisory Bodies. It is imperative that proper

details are provided in the first instance.

NOTE: The secret Key obtained cannot be shared amongst individuals of an organization Each individual within an

organization should secure their own secret Key using the procedure as articulated below.

3.2 Pre-requisite Information
Prior to embarking on the journey to pre-register and secure the SC, kindly ensure that the following
information is readily available to ease the pre-registration process

A. Identify the Supervisory Body that you are regulated by. For a list of Supervisory Bodies, please

refer to Section 6.

B. The organization’s legal name as registered with the Supervisory Body that it is regulated by.
C. Prepare a copy of the organization’s trade license or other equivalent document

D. The trade license number.

E. Refer to your Supervisor for the most appropriate documents to obtain approval.

F. A scanned PDF of your valid Emirates ID or Passport.

U

G. The following details of the individual that will be pre-registering to secure the “SECRET Key”.
= Name
= Nationality
= Type of Identification that will be used — Emirates ID
= The EID number as imprinted on the identification document
= Valid and operational email address
= Valid and operational UAE Mobile number
= Remarks (if any)

= The scanned PDF copy of the authorization letter and valid EID
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3.3 Pre-registration Process

The pre-registration process comprises of the following key steps:

1. Expression of Intent to secure “Secret Key” by using the “REGISTRATION” link and verification by
clicking on the link propagated by email.

2. Verification and approval (or rejection) of the confirmed intent by the Supervisory Body/Regulator.

3. Securing the “SECRET Key” if the Supervisory Body/Regulator has approved the request by clicking on

the link propagated by email and the OTP propagated using email and mobile.

e DA@
HHH KRR XHHH K o g . .

a
1
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3.4 Registration

UAEFIU SACM ]

Registration for goAML Web Access

Choose File | No fle chasen

Attachment:
(POF File Only) *

: Public

Begin by clicking on the “REGISTRATION” button. Follow the steps as articulated below:

Details of the entity

* Registration Type* — choose “Reporting Entity’

)

e Entity Name* - enter the name of your organization as per the license document.

e Supervisory Body* - select the relevant supervisory body/regulator as per your license.

e |ID Number/Reg. No* - enter the Trade License number. Details of the user

e Individual Name* - enter in YOUR NAME (your first and last name).

e Nationality* - select your nationality from the |

ist

e ID Type* - select the ID type from the list of values provided "Emirates ID".

e ID Number* - enter the EID/Passport number.
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e Email* - enter a valid “EMAIL” address. Ensure that it is operational and you will be able to
receive emails. Please note that an email address cannot be used for multiple pre-registration
requests.

e Mobile Number* - enter a valid and operational “UAE Mobile Number”. Ensure that it is
operational and you will be able to receive SMS. Please note that an UAE mobile number cannot
be used for multiple preregistration requests.

e Remarks — if required, you can record your remarks up to 2000 characters.

e Attachment* (PDF File Only) - click on the “Choose File” button and select the scanned PDF copy
of the license document of your organization, valid EID and the documents requested for by the

relevant regulator.

Accept the “Terms & Conditions” by ticking on the box provided.

I have read and accept goAML Service Portal Terms and Conditions *

=

Submit

Finally, click on “SUBMIT” button then click “YES”.

Submit Registration

Are you sure you want register ?

NN, Soan
I \‘\ gl
FIU 3V g

Entity Registration

13 |Page



UAEFIU Classification: Public

On completion of the steps above, the following will be done by the system in the background:

1. Atemporary registration number will be generated and assigned to you request.

2. An email verification will be sent to your email address entered above.

An email should arrive into your email Inbox (Kindly check your SPAM/Junk folders if you have not received

it in your Inbox) for an email from no-reply.sacm@uaefiu.gov.ae. Please be advised that this email does

not accept any inbound emails / replies.
Kindly save this email for future reference. Obtain the following details from the email received.

1. The temporary registration number assigned (reference number).

2. The “One Time Password” (OTP) received by the same email.

e goAMLWeb - Services Access Control Manager <no-reply.sacm@uaefiu.gov.ae> LT 2 S

To: You
Greetings,
We have received your application successfully.

Your temporary registration number is GMLAEFIU696182073.

Kindly verify your E-Mail address by clicking the below link:

https://services.uaefiu.gov.ae/sacm/verifyemail.php?

email=hsa_alneaimi@hotmai A &tk=gmlaefiu696182073-

c2bc912b88665eb245980b33¢74e678cad 1e50537bfa19761d885031da655f505932cf9c69e0d42d14837d2bfeeOcbfb1d33e
664 1f51

VILA S)

Regards,
Services Access Control Manager - goAMLWeb
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3.5 Confirmation of the Intent

a goAMLWeb - Services Access Control Manager <no-reply.sacm@uaefiu.gov.ae> SN S P2
To: You

Greetings,
We have received your application successfully.
Your temporary registration number is GMLAEFIU696182073.

Kindly verify your E-Mail address by clicking the below link:

https://services.uaefiu.gov.ae/sacm/verifyemail.php?
email=hsa_alneaimi@hotmail.com®no=GMLAEFIU696 18207 3&tk=gmlaefiu696182073-
c2bc912b88665eb245980b33c74e678cad 1e50537bfa19761d885031dab55f505932cf9c69e0d42d14837d2bfeeOcbfb1d33e
eb0f6648a0a7b78bbe241f518¢3

Regards,
Services Access Control Manager - gopAMLWeb

Click the link provided in the email to complete the verification process. A message as below will be

displayed if the verification process was successful.

= sav
_\\ gaag > { i.|.ll.n.l= 1
/ allol Financial
\ Financial FIU Unit E
E-Mail Verification E-Mail Verification

Your E-Mail: hotmail@hotmail.com Thank you for verifying your email

Click Here to Verify Your E-Mail

Your request has been forwarded to the selected Supervisory Body

Copyright © UAE Financial Intelligence Unit. All Rights Reserved

In the meantime, the Supervisory Body/Regulator will be assessing the submitted pre-registration request

and will approve it if deemed appropriate.
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3.6 Securing the “SECRET Key”

On receipt of the approval notification email as below:

< Entity Registration Approved - GMLAEFIU986552076

e goAMLWeb - Services Access Control Manager <no-reply.sacm@uaefiu.gov.ae>

To: You

Greetings,
Your entity registration for gpAMLWeb access has been Approved by your Supervisory Body

Reg. No. : GMLAEFIU986552076

Entity Name : Test

Individual Name : Test

Supervisory Body : UAE FINANCIAL INTELLIGENCE UNIT

Kindly obtain your TOTP Secret Key by visiting the below link. You are required enter the E-Mail OTP (provided below) and SMS OTP (sent to
your registered mobile).

E-Mail OTP : E2ADA8888F

URL : https://services.uaefiu.gov.ae/sacm/getkey.php

Regards,
Services Access Control Manager - goAMLWeb

Click on the link provided and you will be prompted to provide the:

1. Email used in the pre-registration request
2. Email OTP received (EOTP)
3. SMS OTP received on your mobile device (MOTP)

Please be advised that the EOTP and MOTP will only be valid for a period of 24 hours (or longer as may be

determined and indicated in the email) from the time of issue.
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Services Access Control Manager - Obtain Secret Key

Registered E-Mail :

test@test.test
E-Mail OTP :

SMS OTP :

ssscssnsse

‘ Get Secret Key

Press the button “Get Secret Key”.

You open “Google Authenticator App” on your phone and scan the barcode shown in the email. Please
note that you also enter the Secret Key received in the email manually to set up the application on your

phone in case you missed scanning the QR code.
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Obtain Secret Key

Verification Success

which you can enable on Google Authenticator

')g’(,‘ Authenticator

eyon G

You can use the below QR Code to enable the Secret Key on your mobile

with Google
Authenticator App \ HRL
E r:':':_

Key: IEJZSWEETG3NFKUO

You will then be receiving an email with your login details as below:

° goAMLWeb - Services Access Control Manager <no-reply.sacm@uaefiu.gov.ae>

To: You

‘ Reg. No. : GMLAEFIU153422080
Entity Name : Test
Individual Name : Test

The username used
in the Pop-up screen
later on when you
open the GOAML
portal.

Supervisory Body : UAE FINANCIAL INTELLIGENCE UNIT

\ User Name : UAEFIU000000
Secret Key : IEJZSWEETG3NFKUO

URL : hitps://services.uaefiu.gov.ae

Regards,
Services Access Control Manager - goAMLWeb
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4.Google Authenticator Setup

Installation of Google Authenticator on your mobile (I0S or Android) has to be completed. 4.1. App

requirements on Android device.

To use Google Authenticator on your Android device, you need:
e Android version 4.4 or up

e  2-Step Verification turned on

Open App Store / Play Store and search for Google Authenticator and click to install (below will instruct on

how to setup the application on Android phones).

Google Authenticator ()
Google LLC

#5 in Utilities
* ok ok ok ok

Free

Once installed, Open Google Authenticator, click on the “Get Started” button.

Stronger security with
Google Authenticator
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In Add an account screen, select either “Scan a RQ code” or “Enter a setup key”.

&

Set up your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble, go
to g.co/2sv

[®] ScanaQRcode

Enter a setup key

In Enter Account Details screen, enter an Account Name (use goAML Portal) and Your Secret Key obtained

earlier by following the pre-registration tasks. Keep Time Based selected and click ADD.

Type in the username received
from < Enter account details

no_reply.sacm@uaefiu.gov.ae

Account name

UMOECXXXXXX

Typein the Secret Key received

Your key

Time based Vv m

Choose “Time based”

from“no_
reply.sacm@uaefiu.gov.ae” \

Once you complete your entries correctly and click ADD, your account will be added.

Google Authenticator -

965 163
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Click on the three dots
Google Authenticator :

965 163

Sync now

Clickon Time & Settings € Time correction for codes .
- ‘ Click on Sync now
correction for code

About About this feature

Your Google Account configuration is complete. Google Authenticator is ready now and can generate a

valid key when needed. Please note that the 6-digit code changes every 30 seconds for security reasons.

The code is valid while it is showing on the screen, once it changes to a new code the old one expires.
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5.How to use "Google Authenticator"

The Google Authenticator application is a must have every

time you want to access the goaml.

On your mobile select and launch “Google Authenticator” or

“Authenticator”.

Identify the “goAML Portal” account. There will be a 6-digit number which will change every 30 seconds.

Now access the below link from your desktop/laptop. The User Name and 6-digit number will be solicited
by the goAML. Enter the Username and 6-digit number and press OK. If the credentials are valid then the

UAE FIU Services Portal will be presented to you.

https://services.uaefiu.gov.ae

e dang

AN Lz

’ HOME YSTEM! CONTACT US

e o <

FlU ! intelligence

Unit
p——

7 o ~ i b SYSTEMS SQNTA

- -
P .

,"UAEFIU GOAML
- e-Services Portal
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’ 6. List of Supervisory Bodies

No Supervisory Body Name

o1 Abu Dhabi Global Markets

02 Dubai Financial Services Authority

03 Capital Markets Authority

04 Central Bank of the UAE

05 Ministry of Economy and Tourism

06 Ministry of Justice

07 Ministry of Community Development

08 Virtual Assets Regulatory Authority

09 General Commercial Gaming Regulatory Authority
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7.Introduction: FIU’s reporting platform “goAML"”

As of 27 June 2019, all reporting entities in the United Arab Emirates are required to submit various types

"4

of reports, such as suspicious transaction reports (STRs), electronically to the UAE Financial Intelligence Unit

using the “goAML” portal.

7.1 goAML Web Icons

Icon Description
@ Add

Add the captured detail

Cancel the captured detail

Close

Preview

Print

Remove the uploaded document

Refresh

Upload a document

Reject a registration

Finalize approval of the registration

Recall Recall to reverse delegation
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8.How to Register on the goAML Platform as an Organization

Starting the Registration Process

Assuming that the user completed 1% stage registration SACM and received (username and secret key) and
already set-up the google authenticator. You can refer to the steps to set up your google authenticator.

https://www.uaefiu.gov.ae/media/kgbizjda/goaml-pre-registration-guide-for-reporting-entities-v1-0-18-

03-2022.pdf

8.1 Entering the Portal:

1. Click on the Login link https://services.uaefiu.gov.ae

2. Navigate to SYSTEMS

3. Click on GOAML

~ dang
ZAGNN et
’ \ HOME SYSTEMS CONTACT US
Fl ? Incemgence
Uy o

SYSTEMS NTAl

—F
@

- “UAEFIU
- e-Services Portal

4. For non-CBUAE regulated organizations: You will then see the below pop-up screen; where you need

to use the username received from no-reply.sacm@uaefiu.gov.ae and the Google Authenticator

Passcode as the password.
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(@ services.uaefiu.gov.ae

Use the Google Sign in
Authenticator 6-digit
Passcode as your

Username received from

https://services.uaefiu.gov.ae

I"/ no-replu.sacm@uaefiu.gov.ae

Username I

Password | |

m can(e]

5. You will be directed to the goAML homepage.

0 S
FIUY

Production

UAE Financial Intelligence Unit o .

Welcome to GoAML - UAE FIU Reporting System

{egistration Guide

FAQs

Register

Please note that in order to get access to the system, you
first need to register as & Reporting Entity under

“Register as an Organisation™. Once the registration
process has been successfully completed, you can log in
with the credentials you have previously defined.

Supenvisory Bodies Pre-registration Guide
Reporting Entities Pre-registration Guide
Registration Guide

FAQs

6. Click on Register a new Organization for an entity registering first time. This in turn will load and

display the registration screen.

Please note: Additional user registration for an entity already registered, please select register as new

person and fill Org ID which is dedicated for your entity in goAML. Please refer to this section here (User

Registration).
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The “Register a new Organization” page will subsequently open with the following form headings that need

to be captured.

* Registration Type
* Registering Organization
* Registering Person

e Attachments

8.2 Registration Type

The registration type menu has three options to select from which are:

* Reporting entity
+ Stakeholder

» Supervisory Body

Register an Organisation

Supervisory Body Stakeholder

Description hint for Supervisory Body Description hint for Stakeholder

8.2.1 Reporting Entities
Reporting entities are classifieds as the organizations within the geographical boundaries of UAE that have
an obligation to report suspicious transactions/activities to the UAEFIU as per the prevalent laws and

regulations.
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8.2.2 Stakeholder

Stakeholders as per the goAML classification are the competent authorities such as Law Enforcement Authorities
(LEAs), Intelligence Agencies (in and outside UAE) which complement the FIU to form the AML/CFT framework of the

country.

8.2.3 Supervisory Body

A supervisory body as per the goAML classification is an organization which acts as a regulator or supervisor for an
industry or free zone (financial or commercial). Their role on the goAML platform is to onboard the reporting entities
under their respective regulation by ‘Finalizing’ their registrations. Such requests include Org. Request Management
and also the User Request Management which is to manage the registration of the organizations themselves and
the primary users thereof. The supervisory body has the capability to approve the registration or reject based on

their respective criteria.

REGISTER NOW
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8.3 Registering Organization

Register an Organisation

1. Reporting Entity

Reporting Entity
2. Administrator anization T equire

\ |

3. Attachments

4. Preview and Submit [ ] -

Cannot subeit unti the form is complete

+ Addresses

+ Phones

Organization Type* — drop-down menu. The
reporting entities should select a value in this
field, which corresponds to their respective
licensed business activity, it should end with
the abbreviation of their respective
regulator/Supervisory  Body. For the
Stakeholder, they should select a dropdown
value, which represents their authority. For
Supervisory Bodies this field will be auto-
populated with “SUP”.

Name* — The unique name of the registering
organization.

Incorp. Num - Company registration number
or trade license number.

Commercial Name - The commercial name of
the institution.

Incorp. City - e.g. Al Ain
Incorp. Country - (e.g. United Arab Emirates)

Contact Person - Current MLRO/Compliance
Officer full name or principal point of liaison in
terms of supervisory body or stakeholder.

Website — Link of company/authority website (if
any).

Is financial? — Is it a financial institution with a
Swift/Bic code (banks, money remitters, etc.) or
not?

Acronym* — The acronym of the registering
organization.

Swift /Bic — Unique swift/Bic code. To be used only
by the reporting entities which are financial
institutions. Others can input N/A.

Business Activity - To choose from a drop-down
value commensurate to the organization’s
licensed business activity.

Incorp. State — e.g. Abu Dhabi

Name of holding company — Only if associated
with holding company.

Email* — A group e-mail account which will be
accessible by all authorized personnel of the
reporting entity/authority to receive system
notifications.
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@ 8.3.1 Phones

Phones

v Phone #1

Contact Type* — Drop-down menu to specify the;
Comm. Type* — Drop-down menu to specify the
contact type (e.g. Business, Operational, etc.)
communication type (e.g. Landline, Mobile, etc.).

Number* — Kindly enter the number without;

Extension — Numeric prefixing "00" or "+" or
using any hyphens/spaces.

Comments — Comments (if any) e.g. please call

« Country Code —e.g. 971 between 9 am to 2 pm.

Please note that all registering organizations are required to enter the phone details of a

suitable regulatory or compliance department representative.

@ 8.3.2 Addresses

+ Addresses v Address #1
g N e psse
) UNITED ARAB EMGRATES v e |
+ Type* —Type of address + Zip/Postal Code — PO box number
+ Address* — Address available « Country* — Country of address
+ Name of Free Zone (if FZ entity) — only + State/Emirate* — The state/emirate name in.

« City* — City of address applicable for free zone Comments — Comments (if any) full letters.

entities.
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8.4 Registering Person

The registration details of the MLRO/Compliance Officer should be provided in this section. This section

registers the individual’s details along with their username and password to be used to access the goAML.

Administrator

month/day/year

D Number Passport Number

+ Addresses

+ Phones

User Name* — Unique username for logging into the
system, no duplicates are allowed. Please maintain this
username in a safe place and do not share it with a third
party.

Password* — Password must be between 5-10 characters,
include capital alpha, alphanumeric and special characters
(e.g. Goaml321#).

Gender — Male / Female (drop-down menu).

First Name* — MLRO’s First name.

Birth Date — Date of birth (in MIM/DD/YYYY format).
Nationality — MLRO’s Nationality.

ID Number — ID number of any government issued national
identification in case the MLRO is not a resident of the UAE.
Kindly input the number without using any spaces/hyphens.
In case there is an Emirates ID present for the registering
person, then kindly note the user must fill the Emirates ID
no.in both the fieldsi.e. ‘Emirates ID’ as well as ‘ID Number’.

¢ Email* — MLRO’s Unique business Email (the email
email address and not a
Gmail/Hotmail/Yahoo mail account. Make sure that the

email used is correct, its important if the user wants to

should be an official

reset his password later username and correct
registered email is required so that the reset password
email will be sent to that email.

¢ Confirm Password* — Retype the password.

* Title—e.g. Ms / Dr / Mrs / Sheikh.

e Last Name* — MLRO’s Surname.

* Emirates ID — MLRQO’s Emirates ID number. Kindly input
the number without spaces/hyphens using any

* Occupation — MLRO’s designation.

e Passport Number* — Passport number without any
spaces/hyphens.

e Passport Country — Country where the passport

originates from (drop-down menu).

By clicking the ‘Add’ button on the ‘Phones’ and ‘Address’ forms, the website will expand the forms for

phone details and residence address, which are discussed in detail in Sections 2.4.1 and 2.4.2 respectively.

+ Addresses

+ Phones
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8.5 Attachments

In this section, users from the reporting entities are required to attach their respective supervisory body’s
approval/appointment documents in order to establish their relevance and justification for using the portal.
e.g. In case of entities regulated by the CBUAE, the MLRO/Compliance Officer will need to attach BSD’s

approval letter for their appointment as an MLRO/CO or Deputy MLRO.

For Supervisory Bodies, kindly upload the following attachments:

» Copy of valid Emirates ID.

» Copy of the authorization letter appointing the registering person to act on behalf of the organization.

For CBUAE-BSD (Including Insurance Authority) Regulated Entities, kindly upload the following
attachments:

» Letter of appointment of Compliance Officer;
« Letter of approval/NOC from CBUAE to the financial institution regarding the Compliance Officer or

attach proof of the pending application for NOC to CBUAE.

* MLRO’s Emirates ID copy

For DFSA-DIFC Regulated Entities, kindly upload the following attachments:

» Copy of the approval email from DFSA approving an MLRO/CO designate.

* MLRQ’s Emirates ID copy

For FSRA-ADGM Regulated Entities, kindly upload the following attachments:

» Valid Financial Service Permission (FSP) or ADGM Registration License.

* The ADGM Recognized Person Status Form (Required by Relevant Persons with a FSP License).

« Supporting evidence of the current MLRO/CO and Deputy MLRO (i.e. copies of passport, UAE Resident
Visa and UAE ID).
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For SCA Regulated Entities, kindly upload the following attachments:

 License of the company issued by SCA.
* Emirates ID and Passport Copy of the MLRO/Compliance Office along with the visa page (in case of
expatriates).

» Authorization Letter from the firm mentioning his/her position.

For Ministry of Economy and Ministry of Justice regulated entities, kindly upload the following
attachments:

* MLRO’s Passport copy
* MLRO’s Emirates ID copy

* Valid trade license
* Approval Email from MOET

e Authorization Letter

To upload a document, kindly click the Choose file button as depicted below:

Attachments

You may upload files relevant for registration below.

Select files drop files here to upload
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* The Choose file to Upload window will display > Select the document to attach from the desired

location and click Open.

€ Open S

@Q" [«[o » MyD » goAML D r)
Organize v New folder 0

-

/¢ Favorites Documents library
B Desktop goAML Documents
® Downloads
4. Recent Places

Arrange by:  Folder v

Name

Authorization Letter
1D Copy

4 Libraries
® Passport Copy

+| Documents

J’ Music
i Pictures
B videos
™ Computer
& Network Call m »
| File name: v |AllFiles v
| [ em |

» After selecting a file as an attachment, click the Upload button.

* To delete an already loaded document, click the X button.

Before submitting the request, the user has to type the “Captcha” ——
(sequence of digits that appears on the screen in this case) into the i New Registration
2. Administrator Organisation
box without making any errors. R =
——
 569134] o]
«  Type in the numbers as they appear in the image and click e
Submit Request. — 5 ‘ Ao
-
. —

Once the registration form has been submitted, a “Registration info has been submitted” will populate with
the registration reference number. The reference number is used for any registration related enquiries with
the regulator or the goAML support team.

|

ton by email. Your

RE_RPO00449-04 MAY 2026
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9. Approving a Registration

Once the request has been submitted, the respective Supervisory Body or the FIU will be responsible for

4

authenticating and verifying the registration captured, along with the required attachments and will
approve/reject the registration accordingly. The reporting entity will receive an email® from the system

stating the approval or rejection of the registration.

1 An email outlining the outcome of the request will be sent to the organization’s group email address provided during the
registration phase.
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10. How To Register on the goAML as a Person

10.1 Starting the Registration Process

Once the registration has been approved, the reporting entity is required to communicate the

Organizational ID to users within their own organization who are authorized to use the system. These

users will be required to register as a person, for which guidance is provided on how to do so in the following

section.

On the Navigation bar, navigate to the Register part of the homepage and then click Register As Person.

This in turn will load and display the registration screen.

7oA\
0 \
{ ]

N
FIUW

Production

UAE Financial Intelligence Unit

Welcome to goAML - UAE FIU Reporting System

egistration Guide

FAQs

Register a User

User (Reporting Entity)

Register as a user of an existing organisation.

Once the registration form expands, the
correct goAML Org ID must be listed in the
Organization ID field in order to be able to
submit the registration. The reporting entity
Admin/MLRO/CO will subsequently accept or

reject the request.

In other words, if there are multiple users registering under the organization, their own admin user i.e.

MLRO/Compliance Officer has to approve their request.
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10.1.1 Registering User

Register a User

1. User (Reporting Entity)

User (Reporting Entity)
o organiaation 10 .

C |

Cannot submit unti the form is complete |

3. Preview and Submit

Cancel

+ Addresses

+ Phones

e Organization ID* - ie. Reporting Entity
Organization ID as received in the approval
notification email.

« User Name* — Unique username for logging into
the system, no duplicates are allowed. Please
maintain this username in a safe place and do not
share it with a third party.

« Password* — Password must be between 5-10
characters, include capital alpha, alphanumeric and
special characters (e.g. Goaml|321#).

« Gender — Male / Female (drop-down menu).
e First Name* — User’s First name.

- Birth Date — Date of birth (in MM/DD/YYYY
format).

* Nationality — User’s Nationality.
e Email* — User’s email address.

«  Confirm Password* — Retype the password.

+ Addresses

+ Phones

Title —e.g. Ms / Dr / Mrs / Sheikh.
Last Name* — User’s Surname.

Emirates ID — User’s Emirates ID number. Kindly input
the number without using any spaces/hyphens.
Occupation — User’s designation

ID Number — ID number of any government issued
national identification if not a UAE resident. Kindly input
the number without using any spaces/hyphens.
Passport Number* — Passport number. Kindly input
without any spaces/hyphens.

Passport Country — Country where the passport
originates from (drop-down menu).

By clicking the ‘Add’ button on the ‘Phones’ and ‘Address’ forms, the website will expand the forms for

phone details and residence address, which are discussed in detail in Sections 2.4.1 and 2.4.2 respectively.
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11.Approving a Registration Request

After logging in, the organization’s admin user (initial registering person i.e. MLRO/ Compliance Officer) will

4

have access to the goAML homepage, which will be displayed on the information bar.

+ On the Menu bar, click on the Admin > User Request Management from the drop down list.

go _ ~— : A -
AM‘ New Reports ~ Submitted Reports ~ Statistics Admin ~

B User-Role Management

goAML - Production & Active Users

User Request Management

« The User Change Requests page will be displayed with the following fields.

Change Request Ref. Type Request Status User Name Reporting Entity Org ID \

A

Y v v Y Y .

| | New User Waiting for RE Admin to Verify KIRANG CBUAE ODS 4

« Clicking Preview > generates and displays the request form.

- The information displayed on the request form must be verified, as well as the attachments.

+  The organization’s admin user will be able to Reject / Approve the request and should add
comments in case of rejecting the request for the user to understand the reason for rejecting.

« After the Request has been finalized, the user will receive an email informing them of the status of

the request.
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12.Setting Access Rights for Users Under a Registered Reporting Entity

The FIU’s goAML platform is preconfigured with two roles that are defined in the system for both the
entity’s admin user (user who registered along with the organization i.e. MLRO/ Compliance Officer) and
the reporting entity’s users (users who registered as a person later). These roles have been designed with
several access rights being allowed for each specific subset of users in the system. The entity’s admin user

can specify what roles the organization’s users are to assume as shown below:

* Navigate to Admin, then click User-Role Management

New Reports ~ Submitted Reports ~  Statistics ~ Admin ~

@ | User-Role Management

goAML - Production & Active Users

User Request Management

* Click on the desired user within the organization and specify their role.

User-Role Management

:l U First Name Last Name Roles for: cbods

| cbods BABU SANTHAN... A . v = Universal Roles
| RE admin
RE user
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Should the entity’s admin user deem that the preconfigured user access rights defined are not suitable for

their users, then he/she may add a new role for their users as shown below:

Manage roles for CBUAE ODS

-~

Permissions for:|:|

Reports

* Navigate to Admin, then click Role Management

* Click on Add a new role for this entity

CBUAE ODS Role Management

Add New Role Reports
import XML reports import XML transactions
Role name view all SUBMITTED reports view all DRAFT reports
a upload XML reports submit web reports

No records available. enter web reports

My GoAML
View My User Details View My Org Details
view message board Allow log in as delegate
Statistics
New Users by Entity and Date New Entities by Type and Date
| Delegation Structure Transactions by Type
Transactions by Entity Reports by Status and Date
Reports by Entity and Date Reports by Entity and Type
Admin
Manage User Change Requests user management
role management Manage Organization Change Requests
create delegation Can Create Change Requests for my Users
Entity Change Requests
Entity Change Request recall change ECR_Chg_Requesting_User_Submit

Person Change Requests

The system will then allow the organization’s admin to create a new role for their users, in which they can

specify their own access rights for different types of users in the organization.
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13.Forgot a User’s Password

In case any user forgets his/her own password, they can use the Forgot Password tab on the login

screen.

Please sign in with your username and password. If you do
The user will have to provide the same username and registered email o s
ID for this user which he/she provided at the time of the registration. User Name

o

LOGIN >>
y

Reset Password Request

User Name:

The user should receive an email with a link to set a new
password as shown in the screenshot.

Email:

Enter the code above

Close
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set password request - Message (HTML) (Read-Only
Message
d B2 7 : ¥ Mark Unread
- @ €« -> €. . I=| Categorize ~
@ Delete  Reply Reply Forward Move
“w Al n- N > Follow Up -
Delete Respond Move Tags
pp@pp.com
J\‘J
| FlU:reset password request
From: GoAML Notification <no-reply.goaml@uaefiu.gov.ae>
Sent: Tuesday, 9 August 2022 10:09 AM
To: Test < .com>

Subject: FIU:reset password request

A request to reset your goAML password was created Please click on the following link to reset your password:

%2 Q

Translate Zoom

Ay

Editing Zoom A

If you dld not make th|s request, please contact your FIU immediately.
Please do not reply, this is an automated message.

- - End of Document - -
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