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Executive Summary 
 

Drug trafficking is one of the most profitable criminal markets and a major driver of illicit financial flows. 

The UNODC World Drug Report (2025) estimates that 316 million people used an illicit drug in 2023, 

approximately 6% of the global population aged 15–64, representing a 28% increase over the past decade. 

In the Middle East and North Africa, the Captagon market has expanded significantly, with estimates placing 

the global Captagon trade at around USD 57 billion in 2023. According to the UAE Second National Risk 

Assessment, drug trafficking remains as a high threat to money laundering (NRA, 2024). 

The UAE Financial Intelligence Unit (UAEFIU) updates its previously published strategic analysis on drug 

trafficking and money laundering and reflects the evolving threat environment, including developments in 

suspected actors behavioral and transactional patterns, the increasing use of digital channels and virtual 

assets, and the growing sophistication of drug trafficking networks. For this purpose, a comprehensive 

analysis is conducted of drug trafficking-related data available within the UAEFIU databases during the 

period spanning 01/01/2024 to 31/12/2025. The analysis included close examination of a sample of 777 

suspicious reports (STRs/SARs) submitted by reporting entities during the reviewed period, cases 

disseminated to the concerned law enforcement, as well as relevant requests received from national 

authorities and exchanged with international counterpart FIUs. These were in addition to data obtained 

from the National Drug Enforcement Authority (NDEA). 

Across all data points, the analysis confirms a role‑based, modular structure within drug trafficking and 

associated money laundering networks. Organized crime groups operate across jurisdictions, using offshore 

structures, front and shell companies, and luxury assets to conceal beneficial ownership and distance key 

figures from operational accounts. 

Money mules (predominantly blue‑collar workers) form the backbone of the operational model, which 

accounts for approximately 85% of examined STRs/SARs, with their accounts used as pass‑through or funnel 

channels for structured cash deposits, rapid transfers, and cash withdrawals. Many mules are also involved 

in fraud, underscoring crime convergence and the reuse of mule infrastructure across multiple predicate 

offences.  

The NDEA data confirms that accounts used in drug trafficking and laundering its proceeds are not used 

randomly, but within an organized and repetitive operating model. Drug trafficking networks select suitable 
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target groups, open accounts in their names, use them for a defined period, and then replace them as 

needed. It is evident in the NDEA data that networks do not rely on a single financial channel. Instead, they 

use a mix of personal and corporate bank accounts, and digital channels to manage and move proceeds, 

enabling them to maintain operations even when one of the channels is disrupted. 

Simultaneously, analysis of STRs/SARs highlights the misuse of employers and legal persons in facilitating 

mule recruitment and account opening. Clusters of mules are employed by the same companies, often 

recruitment or labor supply firms, share contact details and addresses, and present inconsistent or 

fabricated employment documentation. Corporate accounts, both of front and shell entities, are used to 

channel large volumes of funds with weak economic rationale. 

Corporate networks, together with unlicensed hawala and real estate are used to layer and integrate drug 

proceeds, with orchestrators and associates using multi‑jurisdictional corporate structures to receive large 

cash deposits and foreign transfers, move funds between related entities and individuals, and invest in 

high‑value items. The real estate sector is used as a front and as an integration or layering channel, with 

evidence of manager’s cheques routed through third parties and property acquisitions funded by 

unexplained fund.  

Digital platforms, social media, and virtual assets are emerging enablers. Encrypted messaging applications 

and social media are used to promote and coordinate drug distribution, while digital payment platforms 

and wallets are used to process remittances linked to suspected drug trafficking, often in combination with 

cash and bank transfers.  

Virtual asset (VA)‑related STRs show exposure to no‑KYC exchanges, sanctioned platforms, darknet 

markets, and online pharmacies abroad selling cannabis, steroids, and other controlled substances. 

Although VA exposure remains limited in volume, and mostly indirect, it is high‑risk in nature and expected 

to grow in complexity, including through the use of mixers, cross‑chain transfers, and specialized actors 

managing wallets and obfuscation tools.  

The report develops a structured set of risk indicators covering behavioral and transactional patterns, 

highlighting sectoral, products, and customer profile dimensions. These indicators reflect recurring patterns 

observed in all data points.  
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Finally, the report assesses operational effectiveness in disrupting drug trafficking networks. The UAE’s 

approach prioritizes rapid detection and disruption of accounts and entities used to launder drug proceeds, 

recognizing that residual balances at the time of freezing are often low due to networks’ reliance on 

immediate cash‑out. Shortening the time between detection and intervention reduces the volume of funds 

that can be channeled through compromised accounts and forces networks to continually replace their 

financial infrastructure.  

Financial analysis that links accounts, devices, employers, and corporate structures, supported by field 

intelligence and confessions, allows authorities to move beyond isolated account closures to identifying 

actual users and controllers, network structures, and role distributions. These insights inform regulatory 

and supervisory adjustments, targeted initiatives, and enhancements to monitoring and analytical tools. 

Continuous monitoring confirms that networks adapt to enforcement and supervisory measures by 

changing channels, target populations, and internal role allocation, which in turn requires ongoing 

adaptation by authorities and reporting entities.  

The report concludes that operational effectiveness is best measured by the ability to disrupt financial 

channels, accelerate response times, and force drug trafficking networks to change their operations, 

resulting in increased cost, reduce capacity, and expose vulnerabilities. 
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Illustrative Summary: Laundering the Proceeds of Drugs 
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1. Introduction 

Drug trafficking is the global illicit trade involving the cultivation, manufacture, distribution, and sale of 

substances controlled under drug prohibition laws.1 It remains one of the most profitable criminal markets 

and a major driver of international illicit financial flows (UNODC, 2025a).2 The proceeds of drug trafficking 

penetrate legitimate financial and trade systems and are used to finance organized criminal activity and, in 

some cases, terrorist and extremist organizations (FATF, 2022; US Treasury, 2024).3 

The illicit drug trade generates hundreds of billions of dollars per year, and criminal groups continue to 

innovate — boosting production, concealing their products chemically, and leveraging technology to 

expand distribution and conceal communications.4 Understanding drug trafficking requires examining it not 

merely as a law enforcement challenge but as a sophisticated economic system — one with supply chains, 

pricing mechanisms, distribution networks, and financial infrastructure that rival those of multinational 

corporations (Europol and EUDA, 2024).5 

According to the UNODC World Drug Report (2025), approximately 316 million people used an illicit drug 

in 2023—about 6% of the global population aged 15–64—representing a 28% increase over the last decade. 

The number of people with drug use disorders increased by 13% over the same period. Cannabis remains 

the most widely used drug globally, followed by opioids, amphetamine-type stimulants (ATS), cocaine, and 

ecstasy-type substances. The cocaine market has expanded sharply since 2017, including into emerging 

markets in Africa and Asia, although prevalence in those regions remains below levels observed in the 

Americas and Western and Central Europe. 

In the Middle East, opioids and Captagon dominate regional consumption and trafficking.6 The Middle East 

and North Africa (MENA) has experienced a dramatic and distinctive escalation in drug production, 

 
1 UNODC (no date) “Drug trafficking”. Available at: https://www.unodc.org/unodc/en/drug-trafficking/index.html  
2 United Nations Office on Drugs and Crime (UNODC, 2025a) World Drug Report 2025. Vienna: UNODC. Available at: https://www.unodc.org/unodc/en/data-
and-analysis/world-drug-report-2025.html  
3 Financial Action Task Force (FATF, 2022) Money Laundering from Synthetic Opioids. Available at: https://www.fatf-
gafi.org/en/publications/Methodsandtrends/Money-laundering-fentanyl-synthetic-opioids.html ; US Department of the Treasury (US Treasury, 2024) 2024 
National Terrorist Financing Risk Assessment. Available at: https://home.treasury.gov/news/press-releases/jy2080  
4 UNODC (2025a) 
5 European Monitoring Centre for Drugs and Drug Addiction (EUDA) and Europol (Europol and EUDA, 2024). EU Drug Markets Analysis 2024: Key Insights for 
Policy and Practice. Available at: https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-
practice  
6 UNODC (2025a) 

https://www.unodc.org/unodc/en/drug-trafficking/index.html
https://www.unodc.org/unodc/en/data-and-analysis/world-drug-report-2025.html
https://www.unodc.org/unodc/en/data-and-analysis/world-drug-report-2025.html
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Money-laundering-fentanyl-synthetic-opioids.html
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Money-laundering-fentanyl-synthetic-opioids.html
https://home.treasury.gov/news/press-releases/jy2080
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
https://www.europol.europa.eu/publications-events/publications/eu-drug-markets-analysis-2024-key-insights-for-policy-and-practice
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trafficking, and consumption, centred on Captagon (UNODC, 2025; New Lines Institute, 2026).7 Estimates 

place the global Captagon trade at approximately USD 57 billion in 2023 (CTC, 2025).8 The global financial 

flows from Captagon trafficking mirror broader drug money laundering patterns through the use of hawala 

dominates value transfer, bulk cash smuggling, and the involvement of complex financial networks to 

disrupt law enforcement counter measures (FATF, 2013).9 

Drug trafficking networks (DTNs) deploy an extensive and continuously evolving techniques of concealment 

and transportation methods to move illicit goods across borders and within consumer markets. These 

techniques include concealing drugs inside shipping containers carrying legitimate commercial cargo, 

human couriers, postal and express courier services and darknet markets, overland and maritime smuggling 

routes, concealment in legitimate trade and chemical masking, and encrypted communications and 

technology.10 

Drug trafficking is overwhelmingly the domain of organized criminal networks. For example, The EU 

identifies drug trafficking as the primary revenue source for most major criminal networks in Europe, with 

the cocaine market characterized by significant violence and cartel competition spilling into transit and 

destination countries (EU-SOCTA, 2025) 11 Drug trafficking networks frequently engage in 'poly-drug 

criminality' — simultaneously trading in multiple drug types — while intersecting with firearms trafficking, 

money laundering, human smuggling, and cybercrime (Europol and EUDA, 2024). This cross-crime 

integration makes these networks more resilient and harder to disrupt through single-commodity 

enforcement approaches.  

 
7 UNODC (2025a); New Lines Institute for Strategy and Policy (2025) Captagon Production Proliferation in the Middle East. Available at: 
https://newlinesinstitute.org/global-security-mil-priorities/captagon-production-proliferation-in-the-middle-east-transformations-challenges-and-policy-
responses/  
8 Combating Terrorism Center at West Point (2025) The Future of the Illicit Captagon Drug Trade. Available at: https://ctc.westpoint.edu/the-future-of-the-
illicit-captagon-drug-trade/  
9 Financial Action Task Force (FATF, 2013) The Role of Hawala and Other Similar Service Providers in Money Laundering and Terrorist Financing. Available at: 
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Role-hawalas-in-ml-tf.html  
10 Europol (2023) New Modus Operandi: How Organised Crime Infiltrates the Ports of Europe. Available at: https://www.europol.europa.eu/media-
press/newsroom/news/new-modus-operandi-how-organised-crime-infiltrates-ports-of-europe ; Financial Action Task Force (FATF, 2015a) Money Laundering 
Through the Physical Transportation of Cash. Available at: https://www.fatf-gafi.org/en/publications/Methodsandtrends/Ml-through-physical-transportation-
of-cash.html ; United Nations Office on Drugs and Crime (UNODC, 2024) World Drug Report 2024. Available at: https://www.unodc.org/unodc/en/data-and-
analysis/world-drug-report-2024.html  
11 Europol (2025) EU Serious and Organised Crime Threat Assessment (EU-SOCTA) 2025. Available at: https://www.europol.europa.eu/publications-
events/main-reports/socta-report  

https://newlinesinstitute.org/global-security-mil-priorities/captagon-production-proliferation-in-the-middle-east-transformations-challenges-and-policy-responses/
https://newlinesinstitute.org/global-security-mil-priorities/captagon-production-proliferation-in-the-middle-east-transformations-challenges-and-policy-responses/
https://ctc.westpoint.edu/the-future-of-the-illicit-captagon-drug-trade/
https://ctc.westpoint.edu/the-future-of-the-illicit-captagon-drug-trade/
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Role-hawalas-in-ml-tf.html
https://www.europol.europa.eu/media-press/newsroom/news/new-modus-operandi-how-organised-crime-infiltrates-ports-of-europe
https://www.europol.europa.eu/media-press/newsroom/news/new-modus-operandi-how-organised-crime-infiltrates-ports-of-europe
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Ml-through-physical-transportation-of-cash.html
https://www.fatf-gafi.org/en/publications/Methodsandtrends/Ml-through-physical-transportation-of-cash.html
https://www.unodc.org/unodc/en/data-and-analysis/world-drug-report-2024.html
https://www.unodc.org/unodc/en/data-and-analysis/world-drug-report-2024.html
https://www.europol.europa.eu/publications-events/main-reports/socta-report
https://www.europol.europa.eu/publications-events/main-reports/socta-report
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In the UAE, drug trafficking is recognized as a high threat to money laundering, according to the UAE 

Second National Risk Assessment (NRA, 2024).12 The UAE’s role as a global hub for air and sea transport, 

international trade, and tourism exposes its financial and trade systems to exploitation by DTNs. Traffickers 

have used the UAE as a corridor between source or production countries and destination markets in Africa, 

Asia, and neighboring Middle Eastern states.13 The UAE has responded with a robust legal and regulatory 

framework. Federal Law No. 30 of 2021 provides that imprisonment and a fine of no less than AED 100,000 

shall apply to any person who possesses, conceals, or conducts operations involving funds where there is 

sufficient indication that they derive from drug-related offences (Article 59).14 

The UAE's enforcement approach against drug trafficking reflects a broader national strategy aimed at 

dismantling drug supply chains not merely at the distribution level but by targeting the senior figures 

managing criminal networks from abroad. This extends beyond operational seizures to the use of formal 

legal mechanisms, including extradition. For example, in October 2025, the UAE extradited two individuals 

to Belgian authorities on charges that included cross-border drug trafficking, gang formation, and money 

laundering, following their arrest on the basis of an INTERPOL Red Notice.15 

One of the most significant institutional development in the UAE's national framework for combating drug 

trafficking recently is the establishment of the National Drug Enforcement Authority (NDEA) by a federal 

decree-law in August 2025. This development reflects the UAE's prioritization of drug control at the highest 

level of government. In November 2024, the UAE also approved a new national anti-drugs strategy aimed 

at enhancing deterrence against drug dealers and strengthening the broader national response to drug-

related crime.16 

This report contributes to the national efforts against drug trafficking and updates the previous findings of 

the UAEFIU strategic analysis issued in August 2023 on laundering the proceeds of drug trafficking. The 

analysis examines the financial drug trafficking cycle, including involved actors’ roles and their evolving 

 
12 UAE National Risk Assessment (2024). Available at: https://www.uaefiu.gov.ae/en/more/knowledge-centre/publications/national-risk-assessment-report-
2024/national-risk-assessment-report-2024/  
13 U.S. Department of State Bureau of International Narcotics and Law Enforcement Affairs (2016) International Narcotics Control Strategy Report. Available at: 
https://2009-2017.state.gov/j/inl/rls/nrcrpt/2016/  
14 Federal Decree by Law on Combating Narcotics and Psychotropic Substances. Available at: https://uaelegislation.gov.ae/en/legislations/1540  
15 WAM — Emirates News Agency (2025b) 'UAE Extradites Two Wanted Individuals to Belgian Authorities', 8 October. Available at: 
https://www.wam.ae/en/article/bm3o0w2-uae-extradites-two-wanted-individuals-belgian  
16 Gulf News (2024) 'UAE approves new national anti-drugs strategy to enhance deterrence against drug dealers', 4 November. Available at: 
https://gulfnews.com/uae/government/uae-approves-new-national-anti-drugs-strategy-to-enhance-deterrence-against-drug-dealers-1.104570145 

https://www.uaefiu.gov.ae/en/more/knowledge-centre/publications/national-risk-assessment-report-2024/national-risk-assessment-report-2024/
https://www.uaefiu.gov.ae/en/more/knowledge-centre/publications/national-risk-assessment-report-2024/national-risk-assessment-report-2024/
https://2009-2017.state.gov/j/inl/rls/nrcrpt/2016/
https://uaelegislation.gov.ae/en/legislations/1540
https://www.wam.ae/en/article/bm3o0w2-uae-extradites-two-wanted-individuals-belgian
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methods in enabling drug trafficking from its distribution to managing and concealing its generated 

proceeds.  

Since the issue of the UAEFIU 2023 report, different trends have evolved. The FATF's sixth targeted update 

on virtual assets, published in June 2025, illustrated the use of stablecoins by illicit actors, including drug 

traffickers, which has increased to the point where most on-chain illicit activity now involves stablecoins 

rather than conventional cryptocurrencies such as bitcoin (FATF, 2025a).17  

In the Gulf Cooperation Council (GCC) region, DTNs have shifted from using small vessels to large 

commercial shipping, including the acquisition of vessels, reflecting increased scale and sophistication. 

Given the UAE’s high commercial shipping volumes, this trend represents a specific vulnerability. 18 

Lastly, the role of technology in facilitating drug trafficking has expanded significantly since the previous 

report was conducted. The UNODC has documented the increasing use of artificial intelligence (AI) by 

organised criminal groups, including the integration of facial recognition software into surveillance 

networks to detect law enforcement activity, and the use of AI-driven tools to mine social media platforms 

and identify individuals vulnerable to recruitment or exploitation (UNODC, 2025c). Drug traffickers can 

therefore take advantage of a broader range of digital infrastructure to market products, launder proceeds, 

and coordinate operations across jurisdictions while minimizing physical exposure.19 

 

2. Objectives 

As part of the UAEFIU’s Strategic Analysis Plan and in alignment with its efforts to identify patterns and 

typologies of financial crime, and to enhance the ability of the financial and non-financial sectors, as well 

as domestic stakeholders, to identify, investigate, and mitigate money laundering risks associated with drug 

trafficking, this report is provided for the following purposes: 

1. Update previously identified trends related to drug trafficking and the laundering of its proceeds, 

building on the UAEFIU’s August 2023 strategic analysis. 

 
17 Financial Action Task Force (FATF, 2025a) Sixth Targeted Update on Implementation of the FATF Standards on Virtual Assets and Virtual Asset Service 
Providers. Available at: https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2025.html  
18 AMAN-AML (2025). 
19 United Nations Office on Drugs and Crime (2025c) 'What to Know About Cybercrime in 2026', October. Available at: 
https://www.unodc.org/unodc/frontpage/2025/October/what-to-know-about-cybercrime-in-2025.html  

https://www.fatf-gafi.org/en/publications/Fatfrecommendations/targeted-update-virtual-assets-vasps-2025.html
https://www.unodc.org/unodc/frontpage/2025/October/what-to-know-about-cybercrime-in-2025.html
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2. Develop a clearer understanding of how different sectors in the UAE are misused for drug trafficking 

and associated ML. 

3. Identify criminal methods, transactional patterns, and behavioral indicators linked to DTNs and 

related ML networks. 

4. Identify major features and attributes of the profiles of involved natural and legal persons, including 

roles within the drug trafficking and ML cycle. 

5. Identify jurisdictions of concern associated with frequent subjects, transaction routes, or other risk 

factors relevant to drug trafficking and ML in the UAE. 

6. Assess the quality and drivers of STRs/SARs related to drug trafficking, including the extent to which 

reporting is proactive versus reactive. 

7. Develop a set of targeted risk indicators relevant to drug trafficking and the laundering of its 

proceeds and reflect these in the UAEFIU’s reporting system and guidance. 

 
 

3. Methodology 
 

This report illustrates patterns and typologies of drug trafficking threat to money laundering in the UAE, 

from 1 January 2024 to 31 December 2025. It updates previously identified findings and integrate data and 

insights collected from the UAEFIU stakeholders. The analysis draws on data from multiple sources 

including: 

• STRs and SARs related to drug trafficking received through the UAEFIU’s reporting system. 

• Drug trafficking-related cases disseminated to or referred by law enforcement authorities (LEAs). 

• International intelligence exchanged between the UAEFIU and counterpart FIUs, whether 

spontaneously or upon request. 

• Additional information obtained from National Drug Enforcement Authority (NDEA) and the Federal 

Authority for Identity, Citizenship, Customs and Ports Security (ICP). 

• Open-source data, available criminal records, and screening results. 
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4. Data Obtained from National Drug Enforcement Authority (NDEA) 
 

Law enforcement agencies develops FIU’s financial intelligence into prosecutable drug trafficking and 

money laundering cases (FATF, 2025b). 20  Financial investigations and tracing the proceeds of drug 

trafficking are increasingly recognized as the most effective means of dismantling trafficking networks: 

seizing assets and prosecuting money laundering strips DTNs of their economic incentive and undermines 

their operational capacity.  

NDEA data provides a detailed view of DTNs operational model and how these networks manage and 

launder proceeds through the UAE financial system. It confirms a high degree of alignment between law 

enforcement findings and the UAEFIU’s financial intelligence. 

the UAEFIU’s financial intelligence. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

4.1 Use of Bank Accounts and Account‑Opening Channels 
 

NDEA analysis shows that DTNs and associated ML networks rely on a large number of bank accounts within 

a single network. These accounts are not used in isolation but form an interconnected system that 

 
20 Financial Action Task Force (FATF, 2025b). International Co-operation on Money Laundering Detection, Investigation, and Prosecution Handbook. Available 
at: https://www.fatf-gafi.org/en/publications/Methodsandtrends/international-cooperation-against-money-laundering.html  
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collectively orchestrates financial flows. In some cases, more than 97 accounts—and up to 218 accounts—

were identified within a single network. 

There has been a marked shift toward digital channels for account opening. Over the period 2022–2025, 

online account openings consistently recorded high rates, reaching 64% and rising to as high as 95% in some 

years. This reflects a preference for faster, less complex channels that allow large numbers of accounts to 

be opened within short timeframes. Traditional in‑branch account opening continues but at lower rates, 

indicating that networks deliberately diversify channels to maintain continuity and avoid dependence on a 

single pathway. 

Networks use multiple types of accounts according to operational needs: 

• Newly opened accounts used for short periods and then abandoned. 

• Existing corporate accounts used to channel illicit funds alongside legitimate business activity. 

• Accounts of companies with no real economic activity, created solely to receive and transfer funds. 

These accounts serve either as a cover to integrate illicit funds into apparent legitimate activity or as 

direct channels for moving funds within the network. 

 

4.2 Targeted Population Segments and Account Control 
 

NDEA investigations reveal a clear targeting of specific population segments, particularly individuals in 

low‑income, manual, or service occupations—such as construction workers, carpenters, cleaners, sales 

staff, and installers—often under employment‑based residency arrangements. These groups are more 

vulnerable to recruitment in exchange for modest payments or benefits. Their financial profiles and 

transactional patterns may initially attract less scrutiny than higher‑income or higher‑risk professions. 

A critical finding is that the majority of accounts are registered in the names of individuals who do not 

control or operate them. Instead, accounts are used by third parties. In many cases, account holders leave 

the UAE shortly after opening the account, limiting the ability to trace them or obtain testimony. This 

deliberate separation between nominal account holder and actual user is one of the main challenges in 

tracing fund flows and assigning responsibility. 
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Networks actively recruit individuals to open bank accounts on their behalf. Recruiters approach workers 

in residential areas or public places and offer modest compensation or benefits in exchange for opening 

accounts. This indicates a dedicated function within the network responsible for maintaining a continuous 

supply of accounts. Networks also maintain a stock of inactive or “reserve” accounts that can be activated 

immediately if primary accounts are frozen or closed, ensuring operational continuity. 

 

4.3 Network Structure and Role Distribution 
 

NDEA case analysis shows that ML networks follow a structured and role‑based model for managing drug 

proceeds. Roles are clearly distributed among network members, including individuals:  

 

 

 

 

This division of labor separates those who operate accounts from those who ultimately benefit from the 

proceeds, reducing the likelihood of linking financial activity directly to key figures. 

 

4.4 Movement of Funds and Cash‑Out Strategy 
 

NDEA data indicates that the management of financial flows generally occurs domestically. Funds are 

transferred among multiple accounts within the network and then withdrawn in cash, with limited reliance 

on cross‑border transfers at the initial stages. Networks aim to minimize the time funds remain in the 

banking system and move them quickly to the cash‑out phase. 

 

4.5 Use of Digital Wallets and Modern Channels 
 

NDEA has observed a significant increase in the use of digital wallets in the most recent year, compared to 

limited or no detection in earlier years. Digital wallets are attractive due to: 

• Speed and ease of creation. 

• Ability to transact without direct linkage to traditional bank accounts. 

Responsible for sourcing 

and aggregating 

accounts. 

Managing financial 

operations within those 

accounts. 

Conducting cash 

withdrawals. 
Physically transporting 

and delivering funds. 
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• Perceived lower visibility and traceability. 

These features provide networks with greater flexibility and reduce dependence on conventional banking 

channels. Networks increasingly rely on specialized actors to manage these wallets, reflecting a shift toward 

more complex financial tools. 

 

4.6 Behavioural Patterns of Financial Flows 
 

NDEA cases show that financial flows associated with laundering drug proceeds follow a distinct behavioral 

pattern characterized by speed, repetition, and fragmentation: 

 

 

 

 

 

 

 

 

 

 

 

This “deposit–transfer–withdraw” cycle is systematically replicated across many accounts, indicating a 

standardized modus operandi rather than isolated behavior. 

Financial activity often does not align with the expected profile or stated purpose of the account. 

Individually, transactions appear as small, dispersed flows; collectively, they represent substantial proceeds 

systematically managed within the network. Accounts function as part of an interconnected system, with 

specific roles such as receiving funds, passing them along, and cashing them out. 

Deposit 

Transfer Withdraw 

1. Operations typically begin with repeated cash deposits of varying amounts, conducted at multiple 

locations across the UAE over short periods and at high frequency through numerous accounts. 

2. Funds are then transferred among 

several accounts within the network. 
3. subsequently withdrawn in cash—often on 

the same day or within a short timeframe. 
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The primary objective is not to hold funds but to move them rapidly through the financial system and 

convert them into cash in the shortest possible time, reducing the likelihood of detection or account 

freezing. In some cases, cash withdrawal is an intermediate step before funds are directed into the formal 

economy through investment in high‑value assets, particularly real estate. Such investments convert illicit 

funds into assets that are harder to link to their criminal origin, complicate tracing and recovery, and 

provide a veneer of legitimacy. 
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Case Example 1: Cross-Border Drug Trafficking Network 
 

The National Drug Enforcement Authority, in coordination with the General Headquarters of Dubai Police and 

Sharjah Police, and in cooperation with law enforcement agencies in the Kingdom of Bahrain, conducted a 

joint operation that lasted one month and resulted in the dismantling of an organized criminal network 

specialized in distributing narcotic drugs within the United Arab Emirates. 
 
The operation was the outcome of extensive investigative work, surveillance, and field monitoring, during 

which the competent authorities tracked the suspects’ movements and the mechanisms they used to 

coordinate among themselves. 
 
The operation resulted in the seizure of 56.623 kilograms of narcotic substances and 8,159 tablets of 

psychotropic drugs, in addition to large quantities of electronic cigarettes filled with cannabis oil, with an 

estimated value of approximately 3.3 million UAE dirhams. 
 
Investigations revealed that the criminal network was being directed from outside the UAE by a drug trafficker 

of Asian nationality, who instructed network members to distribute narcotic substances in various locations 

inside the country. Joint efforts with law enforcement agencies in the Kingdom of Bahrain led to the arrest of 

the network leader outside the UAE and his transfer to the country for legal proceedings. This reflects the 

effectiveness of international cooperation and the UAE authorities’ ability to target key individuals who direct 

cross‑border criminal activities. 
 
Key Elements of the Case 
 
Predicate offense: Illicit trafficking in narcotic drugs. 

Number of individuals involved: 13 defendants of Asian and African nationalities, in addition to the network 

leader who was directing the criminal activity from outside the UAE. 

Countries involved: United Arab Emirates and Kingdom of Bahrain. 

Role of the United Arab Emirates: 

• Leading the security operation; 

• Conducting investigations, surveillance, and field monitoring; 

• Dismantling the organized criminal network and arresting its members; 

• Coordinating with Dubai Police and Sharjah Police and cooperating with the competent authorities 

in the Kingdom of Bahrain. 

Duration of the operation: One month. 

Quantity of narcotic drugs seized: 56.623 kilograms. 

Number of psychotropic tablets seized: 8,159 tablets. 

Additional seizures: large quantities of electronic cigarettes filled with cannabis oil. 

Estimated value of the seizures: Approximately 3.3 million UAE dirhams. 
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Case Example 2: Cross‑Border Organized Crime Linked to Illicit Drug Trafficking 
 

On 13 March 2026, the National Drug Enforcement Authority, in coordination with the General Department 

of Anti‑Narcotics at Dubai Police and Dubai Customs, successfully thwarted an attempt to smuggle a large 

quantity of Captagon tablets. The case originated from intelligence provided by the competent authorities in 

the Kingdom of Saudi Arabia, within the framework of bilateral cooperation and information exchange 

between the two countries. 

 

Joint investigative measures led to the arrest of a foreign national, who was working as the manager of a 

shipping company in the Emirate of Dubai, after he received a consignment containing 276,300 tablets of the 

amphetamine‑type stimulant Captagon. The tablets were concealed inside a shipment of women’s handbags 

arriving from the Republic of Türkiye. 

 

Investigations revealed that the suspect intended to re‑export the seized drugs to an individual in the Kingdom 

of Saudi Arabia, indicating the presence of elements of a cross‑border organized crime scheme linked to illicit 

drug trafficking. 

 

The market value of the seized drugs is estimated at approximately 6.9 million UAE dirhams. This case 

demonstrates the effectiveness of international information‑sharing mechanisms and operational 

cooperation, as well as the UAE authorities’ ability to detect predicate drug offenses at an early stage and 

intercept illicit supply chains. These efforts support the identification, tracing, and confiscation of criminal 

proceeds and help mitigate the money‑laundering risks associated with drug trafficking. 

 

Key Elements of the Case 
 

Predicate offense: Illicit trafficking in narcotic drugs. 

Number of individuals involved: One arrested individual (foreign national). 

Countries involved: United Arab Emirates, Kingdom of Saudi Arabia, Republic of Türkiye. 

Role of the United Arab Emirates: 

• Receiving and analyzing intelligence information; 

• Implementing seizure and interception measures; 

• Preventing the re‑export of narcotic drugs; 

• Coordinating among the National Drug Control Authority, the General Department of Anti‑Narcotics 

at Dubai Police, and Dubai Customs. 

Quantity of narcotic drugs seized: 276,300 Captagon (amphetamine) tablets. 

Estimated value of the seizures: Approximately 6.9 million UAE dirhams. 
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5. Analysis of Reported STRs/SARs on Laundering the Proceeds of Drug 
Trafficking 

 

During the review period from 1 January 2024 to 31 December 2025, the UAEFIU received a total of 2,320 

STRs/SARs directly related to drug trafficking and the laundering of its proceeds, based on the relevant 

reasons for reporting (RFRs).  

Approximately One‑third of the total reports received (777 suspicious reports, comprising 711 STRs and 66 

SARs) was thoroughly examined. Figure 1 shows the top 10 utilized RFRs in the examined STRs/SARs.  

Figure 1: Top 10 RFRs in the Examined Drug Trafficking-Related STRs/SARs 

 

At the same time, textual analysis of the report narrative, content, and timeline, shows that half of the filed 

STRs/SARs related to drug trafficking were on the basis of queries and information from competent 

authorities (LEA, FIU and CBUAE) and other source of intelligence, while 39% were driven by transactional 

indicators.21 The remainder were largely based on screening tool results (7%), adverse media (3%) and 

behavioral indicators (1%).  

 
21 The category “competent authorities (LEA, FIU and CBUAE) and public intelligence” includes cases informed by emails from members of the public, often using 
common Emirati names. Some of these communications alleged multiple offences linked to the same subjects, including drug trafficking. 
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Figure 2: Reporting Triggers in Drug Trafficking-Related STRs/SARs (Textual Analysis) 

The analyzed STRs/SARs sample involved 656 natural persons (NPs) and 22 Legal Persons (LPs) related to 

the suspicion of drug trafficking and laundering of its proceeds, noting that many of the involved NPs were 

found in multiple instances associated with LPs, as business owners, partners, and shareholders. The overall 

distribution of the wide range of involved nationalities broadly reflects the expatriate and labor profile in 

the UAE. 

As indicated in Figure 3, the vast majority (97%) of subject individuals were male, and only 3% were female. 

In terms of residence status, 98% of the individuals were residents and 2% were non‑residents. The analysis 

further illustrated that round 90% of the individuals were between 20 and 44 years old, with roughly half in 

the 25–34 age group and one‑third in 35–44, while only a small minority aged 45 and above.  

Around two-thirds of subject individuals (66%) were blue-collar, including over half (51%) who were 

employed in building and construction‑related occupations, such as general construction workers, masons, 

carpenters and plumbers. Other blue-collar workers identified were individuals employed as cleaning and 

maintenance personnel, drivers and hospitality workers. The remaining occupations are illustrated further 

in Figure 4, showing that while the occupational profile is broad, it is strongly concentrated in the labor and 

service segments.  

Approximately 25% of the subject individuals have a history of criminal offences, according to Ministry of 

Interior (MOI) database. The majority of these offences relate to scam activities, such as ‘phone fraud’, 

‘seizing someone else’s money without legal right’, and ‘fraudulent acquisition using information 

LEA, FIU, and 
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technology’. A smaller proportion of subject individuals were found to be involved in money laundering 

offences and in the possession of narcotic substances with the intent to trade. This considerable percentage 

or criminal history, alongside the large percentage of blue collars and low-to-medium income workers 

involvement underlines crime convergence and further suggest a potential recruitment of vulnerable 

individuals. 

Figure 3: Subject Individuals Demographic Profile 

 

 

Figure 4: Most Frequent Occupation of Subject Individuals 

 

Residency Status 
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In terms of organized crime group (OCG) involvement, out of the 678 subject individuals and entities, 6% 

were explicitly linked to foreign OCGs.  

With respect to the involved legal persons in the sample examined, nearly half of the subject entities were 

established in the years between 2022 and 2025, with the majority incorporated as limited liability 

companies (LLCs). Analysis of the subject LPs’ business activities indicated that most entities are involved 

in general trading, specifically food and other basic commodities, followed by marketing management, 

consulting and project management. A few other companies were cash-intensive businesses such as salons 

and automotive care. 

Lastly, Figure 5 illustrates further involved sectors, fund types and digital platforms, highlighting strong 

reliance on the traditional banking channels, with cash and electronic transfers, including electronic 

transfers and POS transactions, being the most preferred method utilized in drug trafficking and laundering 

its proceeds. 

For reports involving digital platforms as payment channels, 83% related to remittance platforms, and 28% 

to social media applications, while VA-related services such as online pharmacies (14%) and darknet 

markets (8%) were also observed. These findings highlight the increasing shift to online and VA-related 

services to facilitate or support drug-related financial flows, although their overall share remains limited 

compared to traditional banking channels. 

Figure 5: Involved sectors, fund types and digital platforms in the examined STRs/SARs 
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6. Identified Subject’s Roles in the Drug Trafficking Cycle 

The methodological approach followed in this analysis enabled the interpretation of suspected subjects 

involved in the reported STRs/SARs related to drug trafficking and laundering its proceeds. Overall, analysis 

of STRs/SARs and LEA-related requests suggest that subject roles in the drug trafficking cycle are fluid and 

may change according to the needs of the network. A subject may be assigned an apparent role such as 

promoter or distributor, but the financial footprint may reveal additional involvement as a fund handler, 

recruiter, or facilitator. The repeated use of multiple accounts, rapid cash withdrawals, low-value structured 

transactions, unexplained third-party transfers, exchange house activity, and inconsistency between 

income and account turnover collectively point to a role-based network model, where individuals are 

positioned at different stages of promotion, distribution, collection, layering, and movement of drug 

trafficking proceeds. 

Figure 6: Identified Subject Roles in DTNs-Related STRs/SARs 
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1. Organized crime groups (OCGs)  

The analysis underlined an exposure to OCG-driven drug trafficking and associated money laundering 

activities. Analysis of STRs/SARs illustrated references to subjects allegedly involved in OCGs, international 

narcotics trafficking, money laundering, and other serious criminal offences. Certain records also reflected 

links to foreign criminal investigations or arrest warrants connected to transnational drug trafficking 

networks. 

Moreover, interconnected relationships of family members, business partners, intermediaries, or repeated 

counterparties were also observed, further establishing the inference of organized criminal involvement. 

Different reports underlined subjects attempt to establish businesses in the UAE through CSPs, or local 

registrars (especially in the business of consultancy), or exchange small amounts of foreign currency 

through MSBs, among other attempts that were prevented by reporting entities and competent authorities. 

 

2. Masterminds and orchestrators 
 

A low percentage of the data (5%) were interpreted as an indication of masterminds and orchestrators, 

primarily based on open-source data and screening results. Diverse nationalities were represented among 

the subjects, typically holding management or executive roles, acting as partners, investors in businesses, 

or identified as property owners.  

 

3. Front/Straw man 
 

A subset of the examined sample involving subject individuals were identified as being directly related to 

third parties linked to a known foreign drug trafficker. These subjects appeared to be acting as a front/straw 

man, with some identified as business or close associates, and others as family members of the drug 

trafficker.  
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4. Mule Convergence  
 

As illustrated in the identified patterns in the next section (Section 7), money mules were the most frequent 

actors involved in the suspicions of drug trafficking and laundering its proceeds, representing 85% of the 

involved individuals, including 66% who were identified as resident blue-collar workers. 

Approximately 46% of the subject mules were linked to other financial crimes, particularly fraud, suggesting 

renting mule accounts to be knowingly or unknowingly used in illegal activities, such as drug trafficking and 

fraud. It further highlights an interconnected organized network of actors facilitating the placement, 

layering, movement, and distribution of illicit proceeds derived from drug trafficking and other criminal 

activities. 

As for the transactional indicator, these accounts have been primarily used as pass-through or funnel 

account to route third party transactions, with funds credited being immediately withdrawn.  

 

5. Promoters 
 

From the same set of identified money mules, 7% were also identified as promoters, primarily linked to 

information obtained from the Integrated Enquiry Management System (IEMS). Data indicated that these 

individuals were involved in promoting narcotic substances through social media applications.  

Data suggested that promoters may not only be involved in advertising or facilitating drug distribution, but 

may also assist in receiving and moving proceeds generated from the activity.  

 

6. Recruiter 
 

The role of recruiter was reflected in few scenarios where suspected subjects appeared connected to wider 

networks of account users or counterparties. The recruiter role was not always visible through direct 

communication evidence, but was inferred through repeated transaction patterns, multiple account 

openings, linked third parties, and account behavior consistent with funnel or mule activity. 
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7. Logistics facilitators 
 

Within the overall sample examined, 2% of the subjects were identified as logistic facilitators. Notably, the 

associated drug-related activities were predominantly conducted in foreign jurisdictions rather than within 

the UAE. Links to the UAE were mainly observed through the potential layering of drug-trafficking proceeds.  

 

 

8. User of illegal drugs 
 

Few scenarios in the examined data suggested the reported subject as a user of illegal drugs, illustrating 

different methods of payment, but representing only 1% of the examined involved individual subjects. The 

traditional payment methods included remittances to individuals, known to law enforcement and the 

UAEFIU, being involved in drug trafficking, or reported by MSBs due to subject’s hesitation to provide 

beneficiary details and refused to provide a clear explanation for the purpose of the remittance.  
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Case Example 3: Use of mule accounts for drug trafficking and money laundering 
 

The UAEFIU received multiple suspicious transaction reports (STRs) from several reporting entities concerning 

a group of low‑income workers, all UAE residents, with similar nationalities, due to the suspicion of possibly 

involvement in drug trafficking. 

 

Despite subjects’ modest declared income, subjects were receiving unusual high volume of structured small 

cash deposits from different third parties in various locations in the UAE, along with inward transfers from 

multiple individuals suspected to be linked to each other. Subsequently, funds were immediately (or within 

the same day) withdrawn, and transferred to other third-parties and/or to the subjects’ own accounts at other 

banks, with no legitimate purposes. 

 

Further data indicated that some of these subjects had a common employer according to the KYC records, and 

in many instances, there were indication of accessing these subjects’ accounts from one common device. 

Moreover, analysis illustrated that several counterparties were also subjects of other suspicious reports 

received by the UAEFIU, and connected to drug trafficking and fraud investigations. 

 

Analysis concluded that these accounts were (knowingly or unknowingly) formed as part of an organized 

network to facilitate drug trafficking and fraud proceeds, and other potential criminal proceeds. 

 

Ultimately, the UAEFIU initiated preventive freezing measures on the identified accounts and disseminated 

the case to the relevant LEA for further investigation. 

 

Risk indicators: 
 

• Unusual account turnover and transaction volumes not aligned with the customer’s known profile, 

occupation, or salary. 
 

• Accounts used primarily for third party transactions rather than the customer’s own use, with multiple 

cash deposits (often via CDMs/ATMs) from unknown individuals in various locations. 
 

• Multiple counterparties who are subjects of STRs/SARs linked to drug trafficking or fraud 

investigations. 
 

• Network indicators, such as a common employer, frequent nationalities, and possible use of the same 

devices or channels to access different accounts. 
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Case Example 4: Use of mule accounts in drug trafficking network 
 

The UAEFIU received a Suspicious Activity Report (SAR) concerning Subject A, a foreign national resident in 

the UAE and employed as a marketing manager in a delivery services company. The reporting entity identified 

that large number of customer accounts had been accessed through the same device used to access Subject 

A’s accounts. The device was used to access hundreds of accounts held by different individuals, leading to the 

suspicion that Subject A was potentially controlling a network of mule accounts opened in the names of others 

to facilitate the movement of funds. 
 
The UAEFIU’s analysis revealed a consistent pattern across the reviewed accounts. They were mainly funded 

through structured cash deposits, large inflow from a digital wallet / payment services provider (PSP), and 

transfers from other linked mule accounts. Most of the account holders were low‑income workers (with 

common employers) whose declared salaries and occupations did not align with the volume of the 

transactions. Subsequently, funds were rapidly withdrawn in cash and transferred again through the PSP, 

indicating circulation of funds within the same network of mule accounts and merchants to layer the received 

funds. 
 
The analysis further underlined that some of the mule‑account holders had obtained credit cards from the 

same reporting entity. The cards were used mainly for POS transactions at a limited group of merchants 

operating under different declared lines of business, including food trading, electronics and 

technology‑related activities, general trading, and jewelry trading. The credit card balances were 

subsequently settled and repaid using cash deposits, transfers from other linked accounts, and inflow through 

the PSP, reflecting a cash‑in-cash‑out pattern.  
 
Several of the entities involved in the POS transactions had either been the subject of previous STRs/SARs 

filed to the UAEFIU or information received from a foreign FIU. 
 
The UAEFIU assessed that the accounts were being used to place, move, and disguise illicit funds suspected 

to be linked to drug trafficking and other potential criminal activities. The case was disseminated to the 

concerned LEA for further investigation of the relevant subjects and accounts. 

 

Risk indicators: 
 

• Multiple bank accounts were opened and accessed using the same device, suggesting that one person 

or a coordinated group may be controlling several accounts. 
 

• The account receives frequent cash deposits from unknown sources, with no clear economic rationale 

or supporting documentation. 
 

• The account is used for POS (point of sale) transactions through multiple terminals belonging to 

different merchants in the UAE, in a pattern that does not match normal customer behavior. 
 

• The account is linked to entities that have previously been reported for unusual or suspicious reports 

(e.g., STRs/SARs). 
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7. IDENTIFIED PATTERNS AND KEY FINDINGS 

The following typologies represent the most frequently documented methods through which drug 

trafficking proceeds are laundered in the UAE, based on the data utilized in this report methodology.  

1. Money Mule 

The analysis identified the use of money mules to launder drug trafficking proceeds as the most prevalent 

pattern in the examined data. This typology accounted for approximately 85% of the reviewed STRs/SARs 

and represented a significant share of other relevant intelligence. Money mules in this context were 

typically financially vulnerable individuals, predominantly blue‑collar workers, whose accounts were used 

to receive suspected drug‑related funds and then move them onwards through cash withdrawals, outward 

remittances, or transfers to third parties. Many of these counterparties, in addition to the subjects 

themselves, were already known to law enforcement or under active scrutiny based on information 

available within the UAEFIU IEMS system and the UAEFIU operational team’s investigations. Some of the 

involved blue‑collar workers were not only participating in transactions but also acting as promoters via 

social media, potentially recruiting other mules or advertising illicit drugs. 

From a transactional perspective, most mule accounts were opened explicitly for salary purposes, with a 

declared monthly income ranging between AED 3,000 and AED 7,500, yet their activity often did not reflect 

genuine salary flows. Instead, they exhibited highly cash‑intensive behavior, predominantly funded by 

numerous third‑party deposits through ATMs/CDMs across different emirates within short time frames. 

These deposits were typically structured in small amounts, generally between AED 100 and AED 5,000, with 

an average range of AED 400–700, consistent with attempts to avoid detection thresholds. The transactions 

involved a wide range of nationalities and geographically dispersed deposit locations, indicating not only 

unusual transactional behavior but also organized collection efforts.  

In some instances, deposits were conducted in the names of minors (below 10 years old), as indicated by 

EID verification at CDMs, suggesting possible identity theft. Unlike the typical money mule profile centered 

on structured cash deposits, some other accounts received infrequent, high‑value inward remittances that 

built up to substantial balances and utilized through high‑value cash withdrawals or outward remittances. 
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Outflows were heavily concentrated in cash withdrawals, outward remittances, and transfers to the 

account holder’s own accounts or to a small group of recurring beneficiaries, frequently leaving negligible 

residual balances. Several accounts also channeled outbound transfers to individuals suspected of other 

mule activities or to linked counterparties, suggesting funnel‑account use or possible centralized collection 

mechanisms for distributing illicit proceeds. Overall, many accounts displayed clear pass‑through 

characteristics: incoming funds were rapidly transferred or withdrawn without any discernible economic 

rationale or accumulation pattern.  

Behaviorally, the analysis highlighted several recurring indicators that supported reporting entities in 

detecting drug‑trafficking‑related suspicions. Mule accounts were often digital and opened across multiple 

banks by the same individual, purportedly for salary purposes but used primarily for third‑party cash activity 

and fund transfers. Usage patterns suggested that multiple account users were sharing the same device, 

indicating possible third‑party control.  

Overall, these transactional and behavioral features demonstrate how money mules are used to disguise 

the origin of illicit funds and facilitate related criminal conduct, including drug trafficking, fraud, and 

potentially other illicit activities. 

 

2. Misuse of Legal Persons and Employer Facilitation Role 

Further data suggested the involvement of not only blue collar and low-wage worker accounts in drug 

trafficking suspicions, but also their employer companies (e.g., recruitment companies) where multiple 

subjects and counterparties, whether suspected for drug trafficking or fraud, were found working at the 

same place. Additionally, several of these workers shared common contact information and addresses, 

suggesting controlling behavior by third-party. 

A significant proportion of the subjects under review were consistently recorded as being employed by the 

same entities, exhibiting highly abnormal and materially similar financial behavior inconsistent with their 

declared low-income occupational profiles. This finding underlines the misuse of both natural and legal 

persons in drug trafficking, and implies potential colluding to facilitate account opening. It spans multiple 
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unrelated individuals, accounts, and timeframes, yet produces near-identical transactional outcomes, 

suggesting a common upstream enabling mechanism rather than coincidental behavioral conjunction. 

Subjects uniformly present themselves as labors/ workers with modest monthly salaries, typically in the 

range of AED 5,000–6,500. However, following onboarding, transactional pattern showed same typical 

mule account as previously explained. Subsequent transactional analysis repeatedly demonstrated a lack 

of corresponding salary inflows, or in many cases a complete absence of verifiable payroll activity, raising 

concerns regarding the authenticity and economic substance of the declared employment relationship.  

On the other hand, multiple STRs illustrated that subjects provided salary certificates with salaries 

significantly higher than market value for their occupation, which suggested either the use of fabricated 

documents or employers involvement. In many instances, different salary letter formats were allegedly 

issued by the same company. Mismatch between the employer named in the salary letter and the employer 

shown on the residence ID was also noted. Some site visits by reporting entities further established the 

discrepancy between stated address in salary certificates and operational address based on open-source 

information. Mules were confirmed as former or absconded employees by the employer. 

In multiple reports raised against employers, employees under the company’s employment visa were 

suspected to be used as mules to move illegal funds under the cover of legitimate jobs. The main reasons 

for this suspicion included no salary transfers observed in the accounts since inception, multiple fraud recall 

requests on the accounts, inconsistent or falsified employment documentation presented during 

onboarding, and digitally onboarded individuals limiting face-to-face verification.  

The analysis also showed different blue collars holding shares in local companies, suggesting employing 

them as nominee or front beneficiary. Eventually, the primary risk driver across the dataset is not isolated 

money mule behavior, but a structured employer scheme that facilitates financial account opening under 

false or economically unsupported employment conditions. 

Other suspicious reports illustrated the use of front entities wherein the ultimate beneficial owner was 

linked to drug trafficking abroad through open source or information exchanged with counterpart FIUs. 

Few others showed UAE-based shell entities potentially being used to legitimize or conceal OCGs’ drug 

trafficking related proceeds. These cases collectively demonstrated that illicit proceeds were more 
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embedded within corporate structures (notably in management and consultancy services), including trade 

activities and service-based businesses, with varying degrees of sophistication. 

The reviewed reports additionally reflected indicators of organizational hierarchy and operational control 

within the identified networks. Certain individuals appeared to act as a beneficial or controller through 

ownership or partnership in entities employing many of the other involved subjects. At the same time, 

lower-level participants appeared to perform more limited functions centered on receiving, withdrawing, 

transferring, or physically delivering funds, reflecting differentiated responsibilities within the broader 

financial movement structure. 

Overall, analysis of STRs/SARs and cases disseminated to/referred from law enforcement affirmed the use 

of front or shell entities in drug-trafficking and money laundering activities, especially in sectors such as 

general trading, import and export businesses, real-estate investment and brokerage, logistics, beauty and 

hair salons and other cash‑intensive activities. 

3. Unlicensed Hawaladar Activity 

The reviewed data, including STRs and LEAs requests demonstrated recurring indicators consistent with 

unlicensed hawaladar activity operating alongside the laundering of proceeds generated from illicit drug 

trafficking. In particular, financial analysis conducted by FIU in response to law enforcement and 

prosecution inquiries identified a networked structure composed of multiple subjects performing 

differentiated operational and financial roles, including money mules, fund receivers and distributors, front 

entity operators, and orchestrators controlling affiliated commercial entities. The reviewed subjects were 

interconnected through common employers, transactional behavior, counterparties, exchange house 

activity, and repeated reliance on cash-intensive financial movement mechanisms, collectively suggesting 

the existence of an organized informal value transfer ecosystem functioning outside regulated financial 

channels. 
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Case Example 5: Laundering the Proceeds of Drug Trafficking through Corporates Network 
 

The UAEFIU received requests for information (RFIs) from a counterpart FIU concerning Subject A (Key figure), 

a foreign national residing in the UAE, and his/her close associates (Subject B and Subject C). Subject A was 

suspected of establishing corporates network across different jurisdictions including the UAE, to launder the 

proceeds of cocaine trafficking. Several of these corporates were jointly shared by Subject A and Subject C.  

 

Analysis of the involved subjects’ financial flow, including their established corporates in the UAE illustrates 

different money laundering transactional and behavioral indicators. Subject A’s accounts witnessed large cash 

deposits from unknown origin and frequent transfers from owned local corporates, Company X licensed for 

commercial brokerage and Company Y specialist in technology business.  Additionally, substantial funds from 

a foreign special purpose vehicle (SPV), as well as a foreign holding/law firm group. The latter was explained 

as “equity buyout” and “loan repayments”, that lacked supporting documents and were disproportionate to 

Subject A’s declared income. 

 

The funds were then rapidly layered through a network of shell or front entities and multiple third-parties, in 

addition to Subject A’s owned corporates that acted as pass through accounts. Said corporates accounts (X 

and Y) frequently received high value transfers from a small number of foreign and domestic counterparties 

and rapidly forwarded the funds to Subject A’s personal accounts, his/her owned real estate investment 

company abroad, and Subject C.  

 

Associate Subject C, in turn, not only facilitated the movement of funds to/from Subject A, but also made 

several payments towards real estate, luxury car dealers and other beneficiaries, on behalf of Subject A.  

 

Simultaneously, another associate, Subject B’s account, who is the owner of UAE real estate company, showed 

similar transactional behavior. Subject B’s personal and corporate accounts were used to channel funds to real 

estate developers and to purchase high value goods. Moreover, several threshold (DPMSRs) reports indicated 

that Subject B made multiple high value purchases of luxury watches, funded by unexplained cash.  

 

Overall, analysis established the concern of laundering the proceeds of drug trafficking through corporates 

network, property acquisitions in the UAE and abroad, and purchase of high value items such as luxury watches 

and exotic cars to support Subject A and associates’ lifestyles  

 

The UAEFIU disseminated the case to the concerned LEA and issued freeze order on the accounts of all 

involved subjects and companies, as well as exchanged information with three counterpart FIUs. An Interpol 

Red Notice had also been issued against Subject A. 
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Risk indicators: 
 

• Large cash deposits of unclear origin are rapidly transferred domestically and internationally, with 

minimal retention in the originating accounts. 
 

• Large movement of funds between related individuals and entities which are consistently justified as 

“loans”, “loan repayments” or “gift”. 
 

• Use of corporate accounts as pass‑through.  
 

• Use of straw men to act as nominal owners and facilitate financial transactions to hide the true 

beneficiary and illicit origin of fund. 
 

• Payments to real‑estate developers from accounts with no supporting source of fund. 
 

• Frequent large purchases of luxury watches, jewelry, high end vehicles, art or similar assets, 

inconsistent with the customer stated profile or income. 
 

• Frequent cross‑border transfers without clear economic rationale.  
 

• Connections to known criminal networks or subjects of foreign investigations. 
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Case Example 6: Laundering the Proceeds of Drug Trafficking through Cross-Border Cash and 
Corporate Structure 
 
The UAEFIU received a Customs Intelligence Report (CIR) from the Federal Authority for Identity, Citizenship, 

Customs and Ports Security (ICP) regarding Company A, a mainland limited liability company licensed for land 

transport logistics and services and other linked entities (Company B, and Company C – a branch of Company 

B).  
 
The ICP observed that, over a short period, cumulative cross‑border cash declarations made in favor of these 

companies reached several millions of AED, a level inconsistent with the declared business profile and their 

expected revenues. Most declarations were made by travelers arriving from a high‑risk jurisdiction (Country 

X), primarily by two frequent nationalities and the declared currency did not match the currency of the trading 

country indicated in the supporting invoices. 
 
Further analysis indicated that the group of companies is ultimately controlled by Person B, a foreign national 

resident in the UAE, who is the main controller and beneficial owner of Companies B and C. Person B was also 

linked to a large number of other companies (licensed for different business activities, including fruits and 

vegetables trading, trucks and equipment, perfumes, and supermarket).  
 
Multiple STRs were filed against Person A, Person B, and their involved companies. These reports highlighted 

a high volume of rapid movement of funds without a clear economic purpose and unsubstantiated source of 

fund. The UAEFIU identified additional entities linked to Persons B and Person A (owner of Company A), 

operating in similar trading and related activities on the UAE mainland, forming a broader corporate network 

that suspectedly to be used in layering and moving funds. 
 
The cash involved was suspected to be linked to drug trafficking and was moved into the UAE under the disguise 

of trade. Across the group, funds moved rapidly between personal and corporate accounts, and were mixed 

with trade transactions, supported by multiple use of invoices, indicating possible TBML. 
 
Funds were channeled through local exchange houses, which issued cheques to Person B, who subsequently 

transferred the funds to Company A’s accounts. In addition, there was repetitive daily exchange of foreign 

currency, supported by invoices that appeared inconsistent or duplicated for the same goods on the same day. 
 
The UAEFIU disseminated the case to the concerned LEA, noting that Person B and associated companies were 

noted to be subject of LEA investigation based on the examined data. The UAEFIU also initiated requests for 

information to the relevant foreign counterpart FIUs. 

 

Risk indicators: 
 

• Sudden and significant increase in cross border cash declarations not aligned with the entities’ declared 

business activity or expected turnover. 

• Declarants mostly arrive from a high-risk country, are of different nationalities than the departure 

country.  

• Declared/exchanged currency does not match the currency of the stated trading country in invoices. 

• Mismatched or repeated invoices for the same goods on the same day. 

• Large amounts received via cheques from exchange houses and channeled into corporate accounts. 

• Identified network of related companies under the same beneficial ownership across different lines of 

business. 
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4. Digital Platforms and Social Media Channels as Key Enablers 

In addition to misusing blue collars vulnerability and corporate structure as key enablers, different 

suspicious reports demonstrated the use of encrypted messaging platforms, social media applications, 

fintech solutions and proxy-enabled websites to coordinate, advertise, or facilitate drug distribution 

remotely. Digital payment platforms were notably observed in processing different remittances related to 

suspected drug trafficking.  

Some of these transactions through digital platforms were also observed together with POS expenditures 

on satellite‑based broadband internet service that provides secure internet access via a global constellation 

of low‑Earth orbit satellites, suggesting a larger organized money laundering network. 

Still, the dominant movement of funds occurs through digital payment platforms, fintech wallets, and bank-

linked mobile applications, were frequently combined with cash transactions and transactions involving 

digital payment platform often occurred alongside traditional bank transfers. Overall, this pattern is 

perceived as an emerging trend in the misuse of digital payment platforms for potential illicit purposes. 

Reporting entities also reported the misuse of licensed companies operating under legitimate sectors such 

as IT consultancy, digital marketing, advertising, and software services, where the declared activities 

appeared inconsistent with the underlying exposure to unauthorized pharmaceutical sales, narcotics 

trafficking, or suspicious online commerce activity. These instances collectively indicate a growing 

convergence between modern platforms and traditional financial channels. 

 

5. Trade based Money Laundering 

Few reports illustrated the link between subjects involved in drug trafficking based on open source and 

TBML reported concern through using local companies in unusual transactional with absence of 

international maritime bureau (IMB) confirmation on the submitted documentations. 

Additionally, an observed method of TBML included commercial disguise techniques, where legitimate 

import/export documentation or business records were used to mask underlying illicit flows. Unique cases 

established based on open source showed that import and export activities abroad are not only being used 
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in document fabrication and trade misrepresentation, but also physically through legitimate commodity 

business mixed with the concealment of narcotics in shipments.  

6. Drug smuggling 

Few scenarios illustrated subjects who were involved in cross-border drug trafficking associated with OCGs 

abroad, but were intercepted abroad in connection with attempted drug smuggling operation destined for 

the UAE. 

 

8. Sectors Vulnerability and Emerging Risks 
 

Tracking cases related to laundering drug proceeds shows that the evolution of methods used to manage 

financial proceeds is not random. Rather, it is a direct response to supervisory measures and interventions, 

not merely a spontaneous progression in techniques. Networks continuously adjust their operating 

methods to ensure the continuity of their activities while reducing exposure to detection and disruption. 

This is evident in the sequence of financial channels used over time. Networks initially relied on direct cash 

dealings, then shifted to using money exchange houses, and later to bank accounts opened through in-

branch visits. As more stringent controls were applied to these channels—including enhanced customer 

due diligence and identity verification requirements—networks moved to exploit remote account-opening 

services, taking advantage of streamlined procedures and the speed with which cards could be obtained. 

More recently, there has been a noticeable shift toward the use of digital wallets. 

The expansion in the use of digital wallets reflects networks’ efforts to leverage certain platform 

characteristics, including greater difficulty of tracing, ease of managing funds, and the ability to transact 

without direct linkage to traditional bank accounts. Networks also increasingly rely on specialized actors to 

manage these wallets, operating separately from other roles within the network. This marks a shift from 

generic use of financial tools to the deployment of specialized roles within the network to manage more 

complex financial channels. 

In terms of account management, changes in the nationalities or demographic groups targeted for account 

opening are often a direct reaction to large-scale freezing and disabling of accounts. Networks respond by 

continuously shifting to new target groups to reduce the likelihood that recurring patterns associated with 
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previously exploited groups will be detected. The analysis also shows that networks’ reliance on 

maintaining reserve accounts is not a newly introduced measure, but an integral part of their operating 

model. These accounts are prepared in advance and activated immediately when active accounts are 

disabled, ensuring uninterrupted operations and continuous flow of proceeds. 

This pattern indicates that networks do not merely change the tools they use; they continuously adapt their 

operational methods in response to enforcement actions—whether by changing financial channels, target 

populations, or internal role distribution. This demonstrates a direct relationship between supervisory 

measures and the evolution of network methods. Each enhancement in controls is met with an evolution 

in network behavior, creating a dynamic environment that requires constant updating of monitoring and 

analytical tools and an expanded focus on emerging financial channels. 

In effect, there is a continuous process of mutual adaptation between supervisory measures and network 

methods. Every regulatory enhancement tends to give rise to new patterns, reflecting an operational 

landscape that is both dynamic and demanding of sustained, advanced responses.  

Based on data analysis, the following are the core sectors misused in laundering the proceeds of drugs: 

1. Financial institutions  

Banking channels are mostly used in the placement or layering of drug trafficking related funds, particularly 

through ATM deposits, electronic transfers and cash withdrawals.  The predominant fund type remains cash 

(structured deposits) and electronic transfers (rapid dispersion to multiple beneficiaries or consolidated 

recipients). 

Subject accounts could be used also through PSP gateways, as illustrated in subject’s bank statement debits 

and credits. These transactions possibly attempted to create a layer of anonymity, as the beneficial 

ownership of the underlaying PSP digital wallets remains obscured unless investigated.  

Furthermore, different suspicious reports filed by PSPs, indicated digital platforms that were funded by 

cash or remittances and subsequently utilized for outbound transfers to high-risk jurisdictions known for 

narcotics trafficking, or to secondary platforms for international payments. These platforms challenge the 

identification of counterparties, as they require direct inquiries to the payment platform or further 

investigation to identify the recipient/beneficiary of the transaction. 
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MSBs are also observed to be misused in high-velocity cash and foreign currency conversion activities 

lacking clear economic rationale. Reported subjects frequently engaged in repeated currency exchange 

transactions involving multiple currencies, often inconsistent with documented travel histories or verifiable 

source of fund.  

Moreover, multiple cases related to foreign currency exchanges suggested potential cash smuggling due to 

the lack of legitimate purpose or documentation support the source of foreign currency. The behavioral 

pattern across these reports was mainly characterized by fragmentation of transactions across multiple 

MSB branches, repeated walk-in exchanges (including non-residents), and immediate conversion into local 

currency, followed in some instances by onward transfers through banking channels or remittance 

corridors.  

 

2. Real Estate and High value Items 
 

The real estate sector was found to be involved in laundering the proceeds of drug trafficking, not only as 

integration of illicit funds, but with suspected subjects establishing real estate brokerage firms to facilitate 

the movement and integration of their funds, notably foreign drug trafficking proceeds. Different cases 

illustrated the involvement of spouses, family members and criminal associates to establish such a real 

estate companies’ network.  

In some instances, indication of informal activities such as unlicensed hawala or semi-formal transfer 

mechanisms consistent with Hawala-style behavior in certain corridors were suspected to facilitate the 

movement of foreign drug trafficking network proceeds before introducing them into UAE-based business 

and real-estate sector. Transactional pattern also underlined the use of manager cheques through third 

parties and subsequently routed toward a real-estate, in addition to inward transfers linked to housing or 

property settlement purposes.  

In connection with financial institutions, unique incidents involved attempts to obtain mortgage to 

purchase high‑value properties, while subject’s owning an existing residential building paid with no loans 

availed. Subject transactional pattern indicated rapid repayment of a large personal loan, with suspicious 
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property sales. Subjects in this scenario were also owning local real estate to facilitate laundering the 

proceeds of foreign drug trafficking.  

The real estate sector was frequently noted with purchases of high-value items, luxury commodities, 

particularly gold, diamond jewelry, high-end watches, and exotic cars.  A recurring behavioral structure is 

evident across the examined data, beginning with foreign proceeds generated from drug trafficking 

operations, followed by movement through banking channels and exchange houses, and culminating in 

conversion into luxury commodities.  

3. Virtual Assets  

Majority of virtual assets related transactions had indirect exposure to no-KYC exchanges or clusters 

associated with illicit activities, including sanctioned exchanges and dark web markets popular for drug 

trafficking. Other examined reports indicated direct exposure to online pharmacy and legal drug stores 

abroad, for cannabis products and anabolic steroids.22  One notable reported attempt showed a high-risk 

online pharmacy associated with unlawful activity, including drug trafficking and illicit trade. Additional 

exposure analysis linked the account to illicit actor organization, sanctioned entity, scam-related entity, and 

gambling platform. 

Few cases linked to subjects suspected of drug trafficking including advertising drugs on social media, 

indicated the purchase of virtual assets from licensed VASPs in foreign jurisdictions, highlighting money 

laundering through virtual assets using UAE bank accounts.  

 

 

 
22 Online pharmacies are “online businesses that may engage in the sale and distribution of medications and other substances without proper credentials to 
operate. In addition to vendors who sell medications that may otherwise require a prescription, this category also includes Clearnet vendors of research 
chemicals, anabolic steroids, and substances that may be illegal". 
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Case Example 7: Laundering the Proceeds of Drug Trafficking through Corporates Network and 
Real Estate 
 
The UAEFIU received a request for information (RFI) from a foreign counterpart FIU (Country Alpha), 
concerning Subject A, a foreign national residing in the UAE, and several close associates. The foreign FIU 
indicated that Subject A was a key figure in a network that trafficked drugs from Europe to Country Alpha, 
while one of his/her associates, Subject B was responsible for handling cash proceeds and facilitating their 
movement to the UAE. Significant amount of drug trafficking proceeds was suspected to be introduced into 
the UAE financial system and laundered through Subject A accounts and his/her controlled companies.  
 
The UAEFIU analysis revealed that Subject A owned or controlled several legal entities in the UAE, including 
Company X (licensed for real‑estate buying and selling), Company Y (licensed for providing technical services) 
and Company Z (another real‑estate brokerage firm), as well as other cash intensive businesses (e.g., a 
restaurant). Subject A and his/her companies had been the subject of several STRs filed by multiple financial 
institutions, as well as request for information from LEA due to the suspicion of his/her involvement together 
with another associate in drug trafficking and money laundering activities.  
 
Subject A and said legal entities held multiple accounts in different banks in the UAE in several currencies. 
Further analysis of Subject A’s financial activities showed receiving funds through different sources into 
his/her personal and corporate accounts. These sources included large cash deposits from unknown origin, 
transfers from owned, and cross‑border transfers involving foreign counterparties, including companies and 
individuals in Country Alpha. 
 
Once fund is received, it was moved between Subject A’s personal and corporate accounts via cheques and 
internal transfers and payments towards high-value items such as exotic cars, gold trading and real estate, as 
well as online gambling/e‑gaming. These transactions were claimed to be business or investment‑related.  
Multiple STRs on Subject A reported concerns related to trade documentation (invoices, contracts), and 
numerous “refunds” or return transfers described as fraud recalls without adequate substantiation. 
Additionally, sanction‑screening and open‑source checks identified OFAC‑related sanction in connection with 
certain counterparties involved in Subject A’s transactions.  
 
Subject B, who was mentioned in the foreign FIU request as a key-actor in handling and laundering cash, was 
the owner of a particular entity, of which, the ownership transferred to another associate in the network. 
Subject B later became the subject of a separate case initiated by the UAEFIU and disseminated to the 
concerned LEA, due to the suspicion of money laundering through depositing funds into shell company 
accounts, followed by overseas transfers. 
 
Overall, the scheme involved a highly complex and inter‑sectoral transaction chains, which collectively appear 
designed to reduce traceability and further distance the funds from the underlying illicit drug‑trafficking 
activity. Moreover, real estate entities were not only suspectedly involved in layering or integration of funds, 
but also to be used as front/shell entities in the ML scheme. 
 
Eventually, multiple outward RFIs were sent to counterpart FIUs in countries relevant to the suspicious 
transactions identified. This case, alongside four other cases tied to suspected individuals mentioned in the 
initial foreign FIU’s RFI have been disseminated to the relevant LEAs for further investigation and required 
actions. 
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Future Risks Associated with the Evolution of Drug Money Laundering Methods 

Current indicators suggest that drug money laundering networks are moving toward the use of more 

sophisticated financial and technological tools, while reducing reliance on traditional channels that have 

become more exposed to monitoring. The focus is shifting toward mechanisms that enable more advanced 

concealment of the movement and trail of funds. 

It is expected that the use of digital assets will expand to include more complex typologies. These may 

involve the use of crypto-mixing or “tumblers” designed to blend illicit proceeds with other financial flows 

to obscure their origin, as well as techniques that move funds across multiple digital networks in sequence. 

Such practices fragment transaction trails and make them significantly harder to follow, not only 

complicating investigative efforts but also limiting the effectiveness of traditional supervisory tools. 

Networks are also likely to increasingly rely on specialized actors to manage these operations, whether in 

handling digital wallets, executing mixing services, or conducting complex transfers. Each actor may 

manage a specific segment of the financial process without direct visibility into other parts of the network, 

further complicating efforts to trace financial flows end-to-end. 

Risk indicators: 
 

• Large cash deposits from unknown origin into personal and corporate accounts. 
 

• Use of multiple companies, including shell or front entities, inconsistent with the stated customer 

profile and declared business activity. 
 

• Direct links to foreign drug trafficking investigations, and the presence of prior STRs/SARs on the 

subject, linked entities and counterparties. 
 

• Repeated large transfers with individuals and entities linked to sanctions or operating in high-risk 

sectors (e.g., real estate, vehicles, gold, gambling) within the UAE and abroad. 
 

• Frequent transfers between related individuals and entities with vague or generic justifications.  
 

• Multi bank and multi-currency movements creating complex layering of funds and obscuring the audit 

trail. 
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This trajectory indicates that future risks will not be limited to a higher volume of activity through digital 

channels. They will also involve greater technical complexity and a deeper reliance on specialized expertise. 

This will heighten the challenges associated with detection and analysis and will require continuous 

enhancement of financial tracing capabilities and AML/CFT tools to keep pace with evolving typologies. 

Overall, this points to a qualitative shift in money laundering methods—from more traditional models 

focused primarily on obscuring the origin of funds to more advanced models aimed at concealing the entire 

transaction trail. 
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9. Developed Risk Indicators 
 

According to the NDEA and UAEFIU analysis, the observed patterns in accounts associated with laundering 

drug proceeds reveal a set of recurring operational indicators that emerge when analyzing account behavior 

and usage profiles. When these indicators appear together, they strongly suggest that an account is being 

exploited within an organized illicit activity. 

One of the most prominent indicators is the opening of bank accounts by individuals for a stated, limited 

purpose—such as salary transfers—without any subsequent activity consistent with that purpose. Instead, 

the account begins to receive and transfer funds at a pace and volume inconsistent with its declared 

function, indicating that it is being used as an operational tool within the network rather than for its original, 

legitimate purpose. 

Another indicator is the presence of financial activity that does not match the professional or financial 

profile of the account holder, whether in terms of transaction volume or frequency. This includes sudden, 

intense activity in newly opened or previously dormant accounts that rapidly become highly active, 

receiving and transferring multiple amounts in quick succession. 

The analysis also shows that most of these accounts are not actually managed by their nominal holders. 

Instead, they are operated by third parties, which can be inferred from the pattern and style of transactions. 

This reflects a structural separation between the account holder of record and the actor who actually 

controls the financial flows. 

Operational patterns are also evident in transaction density: a large number of deposits or transfers are 

executed on the same day or within short time intervals, often from multiple locations across the country. 

This behavior indicates that the account is being used as a channel to pass funds rather than as a normal 

financial tool. Another recurring pattern involves funds being transferred among several accounts without 

any clear economic relationship between the parties, followed by cash withdrawal at a later stage. This 

suggests a structured sequence of financial steps designed to move funds through multiple stages before 

they exit the financial system. 
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The analysis also notes that some individuals hold multiple bank accounts that are used simultaneously to 

conduct transactions that are similar in timing and value. This pattern reflects an attempt to spread financial 

flows across several accounts to reduce their visibility. 

With respect to corporate accounts, two primary modes of exploitation are observed. The first involves 

using accounts of existing companies with real business activity, where illicit funds are commingled with 

legitimate business flows, making it difficult to distinguish between lawful and unlawful funds. The second 

involves accounts of companies with no genuine economic activity, established or maintained solely to 

receive and transfer funds before cash withdrawal, with no underlying business operations to justify the 

transactions. In both cases, corporate accounts are exploited either as a cover to give funds a legitimate 

appearance or as direct instruments to move funds within the network without drawing attention. 

When these indicators are viewed in combination, it becomes clear that their significance lies not in their 

isolated occurrence, but in their repetition or concurrence within the same account or across a cluster of 

related accounts. This cumulative effect strengthens the suspicion of illicit activity and points to the 

presence of a structured operating pattern associated with laundering drug proceeds. 

The following targeted risk indicators are developed based on the analyzed data, including data received 

from the NDEA, analysis of STRs/SARs, and other suspected transactions examined in requests received 

from the UAEFIU stakeholders, particularly law enforcement authorities and counterpart FIUs. These risk 

indicators are intended to guide reporting entities and competent authorities in the UAE in detecting, 

investigating, and reporting suspicious transactions and behaviors relevant to laundering the proceeds of 

drug trafficking. 

The indicators listed below are not exhaustive and should not be applied in isolation. Criminal activity 

cannot be concluded based on a single indicator, but rather on a combination of indicators and contextual 

information.  

 

Behavioral Indicators 

1. Customer’s transactional activity is significantly higher in volume or different in nature than their 

declared occupation, income, business profile, or stated account purpose. 
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2. The account shows rapid in‑and‑out movement of funds, multiple credits and debits within short 

periods, and frequent low or zero end‑of‑day balances. 

3. The nature, volume, counterparties, or structure of transactions cannot be reasonably explained in 

the context of the customer’s profile, business model. 

4. An account opened for salary or payroll purposes receives no salary credits or minimal salary. 

Instead, the account shows high cash deposits, third‑party transfers, or other activity inconsistent 

with a normal salary account. 

5. Multiple customers present salary letters from an entity, where onsite visits or open-source checks 

reveal no physical presence at the address stated in its official documents. 

6. Employees of the same employer share the same contact details, particularly a single mobile 

number that is found belonging to a third party. 

7. The customer provides vague or implausible explanations for their activities, appears evasive, or 

behaves in a way that suggests an attempt to conceal the true nature and source of fund. 

8. The customer is unreachable, or ignores follow‑ups during reviews or due diligence requests, 

particularly when high‑risk activity has been identified. 

9. The account holder is a blue collar or low‑medium wage workers (e.g., laborers, cleaners, drivers, 

construction workers), frequently receiving high volume of unexplained cash deposits from different 

third parties, followed by rapid withdrawals or transfers to one or limited beneficiaries (i.e., multiple 

originators and same beneficiary transactions). 

10. Customers with modest declared income maintain several accounts across different financial 

institutions, with no clear business, investment, or personal justification. 

11. Different individuals use various Emirates IDs to make cash deposits into the same account, 

suggesting organized funnel account. 

12. A beneficial owner controls several companies operating in different or unrelated industries, with 

no clear strategic or commercial rationale, suggesting use of multiple entities to layer and move 

funds. 

13. Legal entity with limited physical presence, minimal staff, or implausible financials compared to 

their transaction volumes. 
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14. Companies are owned or managed by individuals who appear to act as nominees or front (e.g., many 

directorships, limited knowledge of operations), while effective control lies with another person, 

obscuring the true beneficial owner. 

15. The company undergoes repeated changes in shareholders, directors, or registered office without 

a clear business reason, potentially to break audit trails or distance the structure from prior illicit 

activity. 

16. Companies and assets are registered in the names of a spouse, relative, or close associates, while 

another individual appears to control or benefit from them, indicating attempts to distance the true 

controller from illicit funds. 

17. The customer frequently transacts with dealers in precious metals and stones (DPMS) or high‑value 

goods, with payments and receipts that lack clear business justification, indicating conversion of 

cash illicit proceeds into portable assets and back. 

18. The customer engages in high- value activities with car dealers, luxury watch retailers, or similar 

businesses, with no clear connection to the customer’s declared wealth or business activity. 

19. The customer engages in high volume of remittances linked to high-risk jurisdictions popular for 

drug trafficking. 

 

Transactional and Account Activity 

20. High volume of cash deposits made via ATMs/CDMs at various branches and across different 

Emirates within short periods, with no business rationale for such geographic dispersion. 

21. Funds deposited in cash are withdrawn or transferred immediately or within consecutive days, 

leaving minimal balances, indicating the account is being used as a conduit for funds rather than for 

genuine saving or spending (cash‑in, cash‑out). 

22. The customer frequently moves funds between several accounts (owned by the same customer or 

third-parties), often in complex or circular patterns, without clear commercial purpose. 

23. The account transactions include large cheques from/to car dealerships, luxury watch retailers, or 

other cash‑intensive or high‑value goods businesses, without a clear link to the customer’s declared 

occupation or business. 
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24. Multiple unrelated individuals deposit cash into the customer’s account, followed shortly by 

cross‑border transfers to beneficiaries in other countries, with no clear link between depositors and 

beneficiaries. 

25. Cash deposits into the account are made by minors or vulnerable persons who have no business or 

relative relationship with the account holder. 

26. The account lacks expected day‑to‑day expenses (e.g., rent, utilities, groceries, payroll, supplier 

payments) and is used mainly for cash in/out or remittances, suggesting it is a transit account rather 

than a genuine operating or personal account. 

27. Corporate account used primarily for intra‑group fund circulation, rapid fund flows through 

related/linked accounts without clear business rationale. 

28. The customer engages in high‑value property purchases or large payments to developers and 

property lawyers that cannot be supported by their declared wealth, income, or business activity. 

29. Significant sum of funds moves quickly through accounts of real-estate investment companies, 

special purpose vehicles (SPVs), or property‑holding entities with limited transparency on 

underlying business activity, suggesting use for layering and integration. 

30. The customer transactions indicate purchases of expensive cars, watches, jewelry, artwork, or other 

high-value items that are disproportionate to their known financial profile and cannot be justified 

by documented income or wealth. 

31. The customer describes significant incoming or outgoing funds as “hawala” or informal transfers, or 

relies on personal intermediaries instead of licensed banks/MSBs, with no supporting 

documentation. 

32. The account shows frequent transfers between individuals and small businesses with no clear 

commercial or family relationship, with vague or generic transaction narratives (e.g., “personal”, 

“settlement”), suggesting settlement of off‑book hawala balances. 

33. Funds are routed through a chain of personal and corporate accounts, often in different names and 

sectors, before reaching the final beneficiary, with no clear business logic, consistent with hawala 

or underground banking settlement. 
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34. Companies in general trading, small retail, or other cash‑intensive sectors receive large, unexplained 

transfers and cash deposits, followed by domestic or cross‑border fund outward with weak 

documentation. 

35. Funds move in circular patterns between exchange houses, personal accounts, and small 

businesses, with similar amounts and short time period, without clear invoices or contracts. 

 

VASPs and Digital Channels 

36. Funds flow to or from VASPs known for weak KYC controls, sanctions exposure, or association with 

illicit activity, including drug trafficking and darknet markets. 

37. Transaction patterns, counterparties, or merchant information indicate that virtual assets are being 

used to pay for online pharmacies or platforms suspected of selling narcotics without prescription 

or for darknet drug marketplaces. 

38. Blockchain analytics shows that the customer’s wallet is in close transactional proximity to wallets 

linked to dark web markets dealing in narcotics, including via intermediary wallets. 

39. Transactions are split into multiple smaller amounts, routed through several wallets and 

intermediaries, while connected to “dark web markets” or “drug vendors”. 

40. The customer frequently sends or receives funds via local or international digital payment apps 

without a clear business model or personal use case, suggesting use as additional layering channels. 

41. Accounts opened and operated entirely through digital channels show high‑frequency cash deposits 

and transfers inconsistent with the declared purpose. 

 

Account Access and Control 

42. The same mobile device or browser is used to access different customers’ online banking or wallet 

profiles, indicating possible centralized control by a third-party (e.g., mule account controller). 

43. A customer’s account is accessed from a device that is also used by an individual with known or 

suspected involvement in drug trafficking or other crime. 

44. Patterns such as unusual login locations, use of encrypted platforms, device sharing, have been 

identified, indicating third‑party control over the account. 

45. Access to account or withdrawn in unusual hours.   
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46. Multiple account holders are employed by the same employer and share the same contact details 

and/or residential or work addresses, with similar transactional behavior suggesting that these 

accounts are controlled as a coordinated network (e.g., mule network). 

 

Customer Profile and Due Diligence 

47. Open-source checks or screening tools identify the customer or key counterparties as being involved 

in drug trafficking, drug supply, or related criminal activity. 

48. The subject or related counterparty is associated with individuals or entities identified by law 

enforcement or open data/information sources as part of organized crime groups engaged in 

narcotics trafficking or related offences. 

49. The subject or related counterparty has been arrested, charged, convicted, or imprisoned in the 

UAE or abroad for offences related to drug trafficking, supply, or serious drug possession. 

50. The subject or related counterparty is linked to arrest warrants, INTERPOL notices, or ongoing 

investigations for narcotics trafficking, organized crime, or related serious offences. 

51. Adverse media, intelligence reports, or whistleblower information suggest that the customer is 

involved in laundering proceeds derived from drug trafficking. 

52. The reporting entity receives RFIs, search orders, freeze notices, or account restrictions specifically 

referencing narcotics or drug money laundering. 

53. Intelligence indicates that the subject’s account is used to receive payments for drugs or to 

distribute funds to couriers, suppliers, or other members of a drug network. 

54. The subject is linked to promoting or advertising narcotics on social media, messaging apps, or 

online platforms to pay into specific bank accounts or wallets under their control. 

55. The subject is associated with fraud, illegal gambling, or other predicate offences known to be used 

by the same organized crime groups that traffic drugs, and related funds flow through their 

accounts. 

56. Commercial databases identify the customer, beneficial owners, or key counterparties as being 

involved in narcotics trafficking, organized crime, or laundering of drug‑related proceeds. 
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57. The customer or related counterparties have been the subject of other reported STRs/SARs by the 

reporting entity, describing patterns consistent with drug trafficking or associated money 

laundering. 

58. Parties frequently transacting with the customer are under investigation or have been reported for 

suspected drug‑related money laundering. 

 

10. FINAL REMARKS: OPERATIONAL EFFECTIVENESS IN DISRUPTING DTNS 
  

The approach to dealing with accounts linked to laundering drug proceeds is based on detecting them and 

taking immediate measures to disrupt their use. This limits their continued function as financial channels 

within networks and contributes to weakening the networks’ ability to manage proceeds on an ongoing 

basis. Disabling accounts used in laundering effectively dries up associated financial channels, prevents 

their continued use for passing proceeds, and reduces the networks’ ability to reuse the same accounts 

over extended periods. The following are critical emphases within the context of NDEA analysis: 

• With respect to freezing, efforts focus on freezing the balances available in accounts at the time 

suspicious activity is detected. These are the amounts remaining before withdrawal, which are often 

limited due to the networks’ reliance on daily cash withdrawals and rapid removal of funds from 

accounts. As a result, the amounts frozen tend to be small compared to the total volume of flows 

passing through these accounts. This does not reflect a weakness in enforcement measures as much 

as it reflects the underlying operating pattern used by networks to manage funds. The level of 

remaining balances at the time of detection is, in itself, an indicator of the speed of fund movement, 

with low balances reflecting a heavy reliance on immediate cash-out and minimal retention of funds 

in the banking system. 

• Work processes are periodically refined, in coordination with relevant authorities, to shorten the 

time between the detection of suspicious activity and the implementation of account-disruption 

measures. This reduces the duration for which accounts can be used, lowers the volume of funds 

that can be channeled through them, and enhances the speed of response to exploited accounts. 

• Financial analysis activities that focus on linking accounts and tracing financial flows—supported by 

field intelligence and confessions—help move beyond simply identifying accounts to identifying 

their actual users and connecting the individuals involved in the same illicit activity. This leads to the 
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apprehension of multiple perpetrators, the expansion of investigations, and the identification of 

additional network members, thereby contributing to the gradual dismantling of networks and the 

initiation of drug money laundering cases against multiple parties involved in the same criminal 

enterprise. 

• These efforts extend beyond identifying individuals to uncovering the operational structure of 

networks, including the distribution of roles among members—such as account sourcing, account 

management, fund movement, and cash withdrawal. This enables a comprehensive understanding 

of how networks operate. 

• Such in-depth analysis also helps identify operational challenges associated with these activities and 

informs efforts to address them by enhancing procedures, strengthening coordination with relevant 

entities, and refining work mechanisms. These efforts have contributed to identifying vulnerabilities 

in the networks’ operating environment and communicating them to competent authorities. In turn, 

this has led to the development of initiatives and projects and to adjustments in certain regulatory 

frameworks, thereby enhancing the overall system’s ability to address this type of crime more 

effectively. 

• Continuous monitoring has also shown that networks respond to these measures by modifying their 

operating methods and periodically changing how they manage funds and distribute roles. This 

reflects a real impact on their operating patterns and underscores the need for ongoing 

development of monitoring and analytical tools to keep pace with such adaptations. 

 

Operational effectiveness is ultimately measured by the ability to disrupt financial channels, accelerate 

response times, and directly influence network behavior in ways that reduce their capacity to use the 

financial system to move proceeds. 

 

11. CONCLUSION  
 

Drug trafficking and the laundering of its proceeds remain a priority threat to the integrity of the UAE’s 

financial system and to the national and regional security. The analysis in this report confirms that drug 

trafficking networks and associated money laundering structures are highly adaptive, role‑based, and 

integrated across multiple sectors and jurisdictions. They exploit vulnerable populations, particularly 
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blue‑collar workers as money mules. In addition, nominees leverage corporate structures, including front 

and shell entities, to move and integrate drug proceeds, and use the UAE primarily as a financial and asset 

hub rather than as a physical transit point for narcotics. They combine traditional channels—cash, banks, 

and money service businesses—with emerging channels such as digital wallets, payment platforms, and 

virtual assets, and they increasingly rely on technology to enhance operational security and obfuscate 

financial trails. 

 
At the same time, the report demonstrates that financial intelligence and coordinated action by the UAEFIU, 

NDEA, law enforcement, prosecutors, supervisors, and foreign partners are increasingly effective in 

disrupting these networks. Accounts used to launder drug proceeds are being identified and frozen more 

quickly, limiting their operational value despite low residual balances at the time of intervention.  

 
Link analysis across accounts, devices, employers, and corporate structures is enabling authorities to 

identify actual controllers, map network structures, and attribute roles, leading to multi‑subject 

investigations and drug money laundering cases rather than isolated account closures. International 

cooperation has intensified, with a marked increase in outgoing requests and spontaneous disseminations 

and growing use of asset recovery tools in line with revised FATF standards on confiscation and asset 

recovery. These developments indicate a maturing system that is better able to detect, analyze, and act on 

drug‑related financial intelligence. 

 
Nevertheless, several challenges and priorities emerge clearly from the findings. First, a substantial portion 

of STRs/SARs on drug trafficking remains reactive, triggered by external requests, freezes, or investigations 

rather than by proactive monitoring. Reporting entities need to strengthen risk‑based transaction 

monitoring calibrated to mule and funnel account patterns, incorporate behavioral and device‑level 

indicators, and systematically integrate open‑source and law enforcement intelligence into their risk 

models.  

 
Second, the quality of STRs/SARs is inconsistent among reporting entities. Some reports demonstrate 

strong analytical narratives, clear risk reasoning, and complete documentation, while others misclassify 

reasons for reporting, submit reports with no transaction analysis, or provide incomplete or unverified KYC 

and adverse media information. To maximize intelligence value, future STRs/SARs should clearly articulate 

the basis for suspicion, accurately reflect the underlying concern through appropriate RFRs, provide 
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complete and verified customer and transactional data, and explain how the conclusion of drug trafficking 

nexus was reached, including the subject’s inferred role in the trafficking and laundering chain. 

 
Third, the growing use of digital wallets, FinTech platforms, and virtual assets presents emerging risks that 

require enhanced supervisory coverage, regulatory expectations, and technical capabilities. Authorities and 

reporting entities will need to expand the use of blockchain analytics, network analysis, and cross‑platform 

monitoring to identify and address drug trafficking networks.  

 
The analysis also identified certain digital payment platforms being used to move funds between bank 

accounts potentially linked to laundering of drug trafficking proceeds. A key challenge is the inability to 

verify the identity of the counterparty, as account statements only reflect the name of the digital payment 

platform used, rather than the actual recipient. Addressing this limitation requires direct inquiries to the 

payment platform or further investigative measures to identify the actual beneficiary of funds. 

 
Looking ahead, the UAEFIU and NDEA will continue to monitor and analyze drug‑related financial flows and 

typologies, update risk indicators and reporting guidance, support targeted operations and asset recovery 

efforts, and contribute to international typology work.  

Reporting entities and competent authorities are expected to use the findings and indicators in this report 

to refine their risk assessments and controls, improve the timeliness and analytical quality of STRs/SARs, 

and support a coordinated national response that degrades the financial infrastructure of drug trafficking 

networks.  

Sustained, intelligence‑driven cooperation between the public and private sectors will be essential to 

maintain the resilience of the UAE financial system and to ensure that the country remains an increasingly 

hostile environment for those seeking to move and conceal the proceeds of drug trafficking. 

 

 

 

 

 


